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SECTION 1. MIOG INDEX

INDEX A-B R

€y
Academy - FBI National, I, 1-1 thru 1-3 T
applicant investigation, I, 1-2 thru
- 1-2.4 .
newsletter, I, 1-1.6
qualifications, I, 1-1.2
training for law enforcement personnel,
I, 1-3
Access Devices, I, 258-3
fraudulent theft of
telecommunications serV1ce, 11,
10-10.11.3
Accessory after the fact, definition, II,
1-3, 21-13.1, 21-13.3
Accidents with Bureau car, claims, I,
.197-3.2, 197-8.4 , 197-8.5,
197-8.5.1, 197-8.7 '
Accounting
investigations, assigning to qual;fxed
Agents, I, 49-5
Acts of Terrorism ‘
Domestic Terrorists, I, 266 1 thru
266-4
International Terrorists, I, 265- 1 thru
265-4 -
Address, report change, II, 16-9.1
Administrative appeals : -
Freedom of Information-Privacy Acts
classified information, II, 26 2.1
Administrative 1nqu1r1es‘,‘
FBI employees, officers and employees
of Department and Federal U .
Judiciary I, 62-1, 62-1.1 (See B IR,
also MAOP, Part I, = -
Section 13, and Office of
Professional Respons;bzl;ty
Matter investigations.)
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‘;‘shootzng 1nc1dents, 11, T12-11.470 0 -
Administrative Unit, IRD, II, 16-7.1.7

' Admiralty matter, I, 131-1 thru 131-6

Admissibility of evzdence (See Evidence.)
Adoptive Forfeiture Matters, I, 273 thru
,277; 11, 20-3
(See also Forfeiture and
Abandoned Property Manual. ).
ADPT Secur1ty Policy, II, 35 :
: (See also Computer.)
Advance funding for investigative
___purposes, II, 10-14

accountability/vouchering requirements,
' 11, 10-14.3
confidential travel voucher, II,
10-14.3 '
Advance of Funds — Centralized Control
System, II, 10-14.4
Advance of Funds Control File, II,
10-14.4
Department of the Treasury check, II,
10-14.2
return of funds, II, 10-14.3
types of authority
bribe of public officials, II,
10-14.1.4
"buy-bust" funding, 11, 10-14.1.6
cagse, 1I, 10-14.1.1
FCI/Terrorist informant, II,
10-14.1.3 |
informant payment, II, 10-14.1.2
show money funding, II, 10- 14.1.6
undercover funding, I1I, 10-14.1.5
wire transfer, II, 10- 14.2
Advanced Science and Applications
Program, II, 16-7.1.2
" Advanced Telephony Unit, II, 16-7.1.8
T Advice . . '
legal, Agents not to give in
interviews, II, 7-2.1
of rights, II, 4-2.2.1, 11-4.7. 1,
13-22,11, 23-4.4 (Also
see Legal Handbook for
Special Agents, Section 7. )
waiver of indictment, Agents to
advise, II, 2-10.3

! -

éé£;1f1ve At g ¥
PRINTED‘ 02/18/98




Sensitive -

Hanual of Investxgatzve Operatzons and Gu:delznes ‘ .
. Index ‘ 2 - s T e Y IO Tl s .

- -J-. fa _"-'

Affxdavxts and compla1nts (See Legal
Handbook for Special Agents. )
classified information, regardxng, '
- II, 26-2.1
Agent -

Special. \F' :
applicants (See Bureau, appl:cant )
authority of, Introduction, 1-1
court appearance and testimony, IT,

6-1 thru 6-14
medical restrictions, II, 12-16
not authorized to commit an

individual for psychiatric
evaluation, Introduction, 1-2
shooting incidents, nondisclosure
of names, II, 12-11.2, 12-11.6
Technically Trained and Technical
Advisors Program, II, 16-7.2
. Advisor, II, 16-7.2.1
duties of, II, 10-10.14, 16-7.2.6
monitoring or recording, not to,
II, 10-10.16, 16-7.2.2,
16-7.2.6
recordings, custodian, II, 10-10.16
safeguarding identity, II, 10-10.16
testimony, I1I, 10-10.16
training, II, 10-10.15, 16-7.6 thru
16-7.6.3
Agreements between FBI and
Alcohol, Tobacco and Firearms, I,
272-9, 272-13
Armed Forces Institute of Pathology, I,
89-3.11, 89-3.12 .
Bureau of Indian Affairs, II, 18-14 .
Bureau ‘'of Prisons, I, 90-3; 11, 18-13
Customs Service, ‘U.S., I, 272-9, 272-13
Department of Defense, II, 18-2, 18-9
Department of Energy (DOE), II, 18-7,

18-9
Department of the Inter1or, 11,
18-10, 18-14

Drug Enforcement Admznxstratxon, I,
267-2, 272-9, 272-13

ERDA (See DOE, abdve.)

Federal Aviation Administration, I,
164-6; II, 18-11

. Sensxt;ve
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NS, 1, 50-6 S

IRS, I, 272-9, 272-13; I1I, 18-5, 18-5.1
Labor, I, 50-6, 159-5 - ' .
Marshals Service, II, 18-13
military, II, 18-1 thru 18-8

Coast -Guard, II, 18-4 _

Department of Defense, II, 18-1 thru

18-3 :
on military deserters, 11, 18-3

.NRC, II, 18-8 .
Postal Service, U.S., I, 272-9, 272-13
Resolution Trust, Corporation, II, 18-12

Secret Service, I, 175-10, 253-2.3,
253-2.7, 253-2.8, 258-2, 272-9,
;72—13; II, 18-6
information to be furnished to, II,

18-6
AIDS '
handling infected evidence, II,
13-8.1.4

submission to Laboratory of
infected body fluids, II, 13-8,
13-8.2.1

submission to Latent Fingerprint
Section of possibly infected
specimens, II, 15-4.1

testing body parts before submission to

" Latent Fingerprint Section, II,

15-4.4

alcohol or drugs, operating common—- _ '

carrier under influence of I
164 1, 164 2.9 -

alerts 26—
carrying weapons, loaded fireame.T
- : and explosives or .incendiary
: devices aboard a:rcraft I,
164-2.4

certain crimes aboard a1rcraft 1n
flight, I, 164-2.3"

chemical devices (individual
protect;ve) carrying aboard,
11, 12-14.2

‘ _ L Sensitive.
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crime aboard; I, 164-1 thru 164-18 T T,
crime on high seas, I, 45-4. .. - . 0 - e
destruction of, 149-1 thru 149-7 “i T T T
disasters, I, 149 3, 149-4.1, e o S R

149-4.1.1, 149-4.1.2 .. w4 - R

services of disaster squad, I, _ " R
149-4.1.1; 1I, 15 8 thru ' ,
- 15-8.3, 15-8.5. Co ' _ : BT

extortionate demands upon commercial ’

airline, I, 149-5.3, 164-7 '
false information, I, 149-1.1.1, :

149-1.1.3, 149-3, 149-4.4,

164-2.5 ‘ -
firearms, SA carrying, II 12-2.1.3
FM radio equ1pment on, use of, II,
16-2.5
he11copters, rappelling from (See
MAOP index.)
high frequency radios in, II,
16-2.6.2
interference with flight crew members
or flight attendants, I,
164-2.2
interstate transportation of, I, 26-1
thru 26-8 - :
operations, II, 25
piracy, I, 164-2.1, 164-2.6
aeronautical radio 1ncorporated I,
164-13
contingency planning, I, 164-11 o
incident management, I, 164-10 : o -
memorandum of understanding between . . - o
the FBI and FAA, I, 164—6 o I P
role of the FAA, I, 164-5° . R Co
Strategic Information and- "~ s I T R
' Operations Center (s100), I, e T : I
164-10, 164-11 _ .. ' ..° - i
U.S. standard a:rcraft hxjackxng S oL )
signals; I, 164-12 . ) o e
Presidential Assassination andza S T T T .
Congressional, Cabxnet, ‘¢ ECEE C -
Supreme Court bt
Assass1napxon cases,
obtaining use of, I, 89-3.12

oard domestic flights, I, -

- . e :
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stolen, I 26-1 thru 26 8. T T o :
threats 164-2.5~

'Y-*:

Alarms program, 1I, 16-7.1.9 - , v
Album, bank robbery, I, 91-12.1, 91-15.5,
91- 19 . : o . : .
9, ~ Alcohol ; B p -
: abuse, I, 67-7.6, 67-7.8(20), 73-8.3, -
: 77-6; 11, 17-5, 17-6.3,
26-10.2.1
Bureau of Tobacco and Firearms,

records checks, I, 73-8.4
use of ‘ .
airline pilots, crime aboard aircraft
cases, I, 164-1, 164-2.9
airplane crew on FBI missions, II,
. 25-5.4 :
Alien Registration Act ,
fingerprint cards, II, 14-9.2.4
Aliens
escaped, I, 76-1.3.6
facility access of, I, 260-4.3.1
registration for Selective Service, I,
25-5.5 _
All Writs Act, use of to obtain
fugitive's records, II, 21-23
Allocation list, territorial, II, 24 1
thru 24-5
Alteration of magnetic tapes (See - .
Authenticity of magnetic
tapes.) = - - . i
American Bar Assoc1at1on, access'to Tt
) : records, II, 19-3 p
American College of Surgeons. access to o
- ‘records, ‘II, 19-3 .. ‘ R
American Dental Association, access toll
: records, II, 19-3° L

American Legxon, ‘access to records. II e _ L et
) S F. 19-3, : ) : :
© American Hedzcal Assoclatxon, access to - :
- records, II, 19-3 - K - - o

American Numismatic Assocxatxon, II1, 19-3

American Philatelic Society, II, 19-3 '

Ammunition . ‘ L
authorized, II, 12-7, 12-7.1

" Sensitive Lo -
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éhibping of live, II,
Anonymous Letter File, I, 7-14.9, -

13-12'4 2 ~:m5“'

91-17.2, 192-16 1; II,

Cae . 13- 176" . MRS TR S
Ant1—Car Theft ‘Act of 1992 I, 26 2.9
Ant1“Drug Abuse Act of_1986 I, 272~ 2;

II, 31-1°+

Anti-Drug Abuse Act of 1988, I, 33-1,

58-3.4, 184-1, 267-1, 267-2,

272-13

Anti-Kickback Act of 1986, I, 46-1.6,

206-1, 206-5; II, 31-1

Antiquarian Booksellers Association

of America, II, 19-3

Antiriot laws, I, 176-1 thru 176-6
Antitrust, I, 60-1 thru 60-6

adding to Hobbs Act - Labor cases, I,
195-2

Civil Process Act, I, 60-3

Applicant investigations

Academy, National, I, 1-2 thru 1-2.4
Bureau (See Bureau, applicant.)
conducted for other government
agencies (general
instructions), I, 77-1 thru
77-11; II, 17-2 thru 17-7.2
applicant, associations with groups
or individuals, II, 17-5.3
civil suits, II, 17-5.6, 17-6.14
deadlines, I, 116-6, 161*5; II,
17- 3 5 '
derogatory 1nformatxon, rece1pt of'
I, 77-4.1, 161-6; II, 17-3.6,
17-3.9, 17-5, 17-5.1, 17-5.2,
17-5.7, 17-6.7, 17-6.9. ~ .. -
bias, existence of, reporting,
- 11, 175 . . -
file search, II, 17-5.2
financial responsibility, I, 77-6
fraud violations, II 17 7
falsification or
misrepresentation, II 17-7.2
hearing, testimony at, II, 17—5.1,
17-5.7
indices search, II, 17-3.4
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1nformants, contacts wzth 11, 17-6
interview « -
of appl1cant I, 77- 5 161 63 II
" 17-3.2, 17-5.6 :
others, I, 77-4.5 thru 77 4 8
77-4.10, 77-6, 116-7.1,
161-6; II, 17-3.8, .
~ 17-5, 17-6, 17-6.13
telephonic, II, 17-5 '
leads, I, 77-2; 1I, 17-3.7, 17-5.6,
17-6.13
medical records, II, 17-6.15

PAGE . -

military records, I, 116-5.1; II,
17-6.6 :
objectives of, - 17-4
pol1t1cal aff1lzat10ns, 1, 77-7
prior applicant 1nvestxgat10n, II,
17-3.6
Privacy Act considerations, I, 77-10;
11, 17-5.4
program allocation, Introduction, .
2-2.2.2, 2-2.2.3
recexpt of additional information
in closed cases, II, 17-3.8
record checks, agencies, I, 161-8; :
‘ 11, 17-6.9, 17-6.10, 17-6.11,
17-6.13
scope of investigation, I, 77-3; II,
17-6 thru 17-6.15
signed statement, II, 17-5.7
"status inquiries, I, 77-9; II, 17-5.9
suitability and security standards,
11, 17-46°° .
T symbols, use of, II, 17-5.4
terminology, II, 17-5.5
Department of ' L
Energy, I, 116-4; II, 17-2 thru
o 17-7.2 .
Justice, I, 77-1 thru 77- 11; 11, 17-2 . o
thru 17-7.2 : -

Drug Enforcement Administration, I, 241 N

Nuclear Regilatory Commission, I,
"116-4; II, 17-2 thru 17-7.2
referrals from Office of Personnel
Management, I, 140-1, 140-2,
151
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speC1a1 1nqu1r1es, I, 161 1 thru 161 9'
.. . II, 17-2 thru 17-7. 2 '
United States Courts, I, 77-1. 2 thru
w - 77=113 1T, 17-2 thru 17-7.2
United States Magistrate, I, 77-1.4 i
United States Trustees, I, 77 1.9,
) 77-4.7 "7 : .
Application for’
commutation of sentence, I, 73-2;
‘ " 11, 17-1 thru 17-7.2
release form, I, 73-8.3
pardon, I, 73-1 thru 73-12; II,

Ay .‘.1 3, L P

14-12.3.4, 17-2
release form, I, 73-8.3
Approval of briefing materials prepared
for presentation outside FBI,
1I, 6-14
Armed Forces Institute of Pathology, I,
89-3.12
Armored carrier/courier, losses, I,
15-4, 87-5.3.2, 91- 3 2, 192-1
thru 192-24
use of FD-430, I, 15-4, 87-5.3.2,
91-12.1, 192-11.1, 192-11.2
Arms Control Treaty(s)p I, 271
(See National Foreign
Intelligence Program Manual. )
Arrest (See also Legal Handbook for
Special Agents.)
checks
‘Applicants
Bureau, I, 67-7.8, 67-7.11,
67-17.3.6
National Academy, I, 1-2.1,
) 1-2.2, 1-2.3.3
- other .agencies, I, 77-4. 6
77-4.10, 161-4; 1I, 17-6.9,
- 17-6.10, 17-6.11, 17-6.13
Pardon or Conmutat1on of

Sentence cases, 73-8.4
Hazardous Devices School attendees,-
‘13-16.9.7

informants, I, 137—11

"Jury Panel, I, 51-1 thru 51-3

reinvestigations of FBI personnel,
1, 67-18, 67-18.1.1

Sensitive® . ¢
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Sabotage basés}_ , 98
SCI access, II, 26 10.
© 26-10.2.2, 26—10 2 3

-4.2 T
2.1,

. 26-10.2.4 o = A o - .
coordznatzon w1th U S. Marshal Ir,. G s o

s - 11-2.2. 3 e AT oo L *
deputat1on program, II, 31- 1 thru - - S LT L

FBIHQ,‘notxfying of (See Legal
Handbook for Special Agents,
Section 3.) R

FD-351, 11, 2-11.4.2, 11-2.2.1 L

forcible entry, II, 11-2.1.5

foreign countries, in, II, 11-2.3.3,
23-4.2, -23-8.2

foreign officials, requesting to : . o '
perform arrest, 1I, 2-12.2 : S -

handcuffs, use of, II, 11-1.5 .
in another district (Rule 40),
2-11.3 ‘

in district
of asylum (Rule 20), II, 2-11
other than prosecution, II, 2-11

joint, II, 11-2.1.2

legal aspects of (See. Legal Handbook . .
for Special Agents.) T

Magistrates, U.S., bring before, 11, : ey
11-1.4, 11-2.1.1 ' : o

Marshals Service, U.S., involvement . - . .
in, II, 11-1.4, 11-2.1.2, L L SR
21-28 N ' - o

medical request of prisoner, 11, - o
11-2.3.2"- - : -

of foreign nat:pnal, 11, 11-2.3.3

of juvenile, II, 4-2.2 L . ‘ )

photographs {mug - shots), 11, 11-4.9, '~ ‘
13-7.1.2 LT : o

publzc officials, I, 58- 6. 5 194-5.5 . S

'SAC responsibility, II, 11-4.1- “ N

search of person, I1I, 1ll-i. 3 11 1.3. l,m

11-1.3.2; 11-2.1.6-

L e

. [

Sﬁeedy Trial Act, II, 5-1“--w S e =';ﬁ~!?w~_
techniques and mechanics, of I1, 11-1 . A
thru 11-4.9 - : Co : : e

third-party premises (private),
fugitive, I, 42-4.2.1; II,




21- 13 3, 21- 13 4 -7
B transportatxon of prisoner, II, 11- 4 1
~ " U.S. Attorney, not1fy1ng of II 5-3.1,
w0 11-2.3.1. B
_warrants, I, 58-6. 5 58 7. 1 194 5.5;
' 11, 2-6.1, 2-6.2, 2-6.3,
11-2.1.1,°11-2.1.2 . T
fugitives, DEA's and FBI's,
apprehension responsibility,
11, 21-28-
wearing of 1dent1£y1ng insignia, by
arrest team, II, 11-4.3.4

v

without warrant, II, 11-2.1.4

"Dl |

evi e. search for, II. 13-10.3
I,
252-1, '
interstate transportation in aid
of racketeering, I, 166-1 thru
166-6 .
Artist conception, 11, 13-3.2, 13-24
Artwork, theft of major, I, 87-1.1
Ascertaining financial ability, I,
17-3.4.1, 93-1 thru 93-7
Assassinating
Federal Officer, Member of Congress
Cabinet Head, CIA Director
Presidential cand1date, Supreme
Court Justice, '89-2, 89-3
Pres;dent Vice Presxdent or certain
staff members, I, 175 1 thru.
175-28 ; ; -
Assaulting - : o U .
Federal Offxcer, Hember of Congressig‘?
Cabinet Head, CIA Director, =~~~
Presidential candidate, ' :
" Supreme Court Justice, I,"-
- 89-2, 89-3 . . ,
Armed Forces Institute of = -
Pathology; I, 89-3.12 -
case title, I, 89-3.21, 198-1.5
character, I, 89-2.21, 8§9-3.19,
© 198-1.5 :
 CIA, notifying, I, 89-3.17

e Sensitive

PRINTED: 02/18/98 *-iv -




' Congressxonal candzdates,
‘dissemination ‘of 1nformatxon, I
- 89-2.15, §9-2.19, 89-3.13,

oo 89 3 14 .89~ 3 15 89 3 16
DOJ =

' dxssemxnatxon to, I, 89 2.15
prosecutive polxcy,.I 89 2. 20

89-3.18 :
elements, I, 89-2.3, 89-3. 3
. extraterritorial Jur15d1ctzon, I, o -
89-3.4 7 7 N . .
family members, I, 89-5.2

FBI jurisdiction, I, 89-2.9, 89-3.8 . T e
FBIHQ, notifying, I, 89-2. 10 o . SR R S
89-3.10, 89-3.13, -89-3. 14 _ c- o L
89-3.15, 198-1.5 ' , e L
Indian country, assaulting federal : e T e
officer in, I, 198-1.5 . ‘ ) CoT
investigative procedure, I, - ' : - T
89-2.11, 89-3.11, 198-1.7
judge, federal, I, 89-2. 15
medical investigation, I, 89-3.12
Nuclear Regulatory Commission
Inspectors I, 89-2.18 (Also
see Part I, Section 117 of
this manual.)
persons protected by statute, I, . N S e
89-2.2, 89-3,.89-3.4 . _ PR S
Posse Comitatus, I, 89-3.4 A e
preliminary inquiry, I, 89-2.7,
89-3.6, 89-4.7
reports to FBIHQ, I, 89 2 16,
L 89-2.25, 89-3.24 T
statutes, I, 89 2.2, 89-3.2-
threat. assessments, I, 89- 2. 8
L 89-3.7.%7 . "L ,
threats, I , 89-2. 7 89 3 6 :f;
’ 89- 3 10, 89- 3 11,7
- 89-3.14, 89-3.17°
Treasury Department personﬂel
89-2.13 .
U.S.-Attorney: 1, 89-2. 15
Assistant, I, 89-2.15" . )
U.S. Bureau of Prisons personnel, ' S T I o 2
I, 89-2.16 o o ' '
~ U.S. Marshals Serv;ce, not1fy1ng,

.
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89-2.15"" . ‘
U.S. Postal SerViCe employées, I,
P 89-2.14- AR
" U.S. Secret Servzce, not1fy1ng, 1,
‘ 89-2.15, 89-2. 19 89-3.13 thru
, -89-3.15,- . )
U.S. State Department or fore1gn
service personnel, I, 89-2. 17
venue, I, 89-2.23, 89-3.22
‘'victim, notification to intended, I,
89-2.7, 89-3.6
President, Vice President or certain
staff members, I, 175-1 thru
175-28
family members, I, - 89-5, 89 5.2,
7 175-1, 175-2
Assets (See National Foreign Intelligence
Program Manual.) o
Assimilative Crimes Statute, II, 1-1.10
Atomic Energy Act of 1954, I, 117-1 thru
117-13, 264-2.1; II, 18-8 (Also
see Nuclear.)
agreement with
ERDA, 1I, 18-7
NRC, II, 18-8
dissemination of reports, I, 117-8.1
investigative procedures, I, 117-6,
_ 117-7
material markings, II, 26-9
reporting procedures, I, 117-8
threats or extortion under, I, 117-7
violations, I, 117-4, 117-4.1, 117-6.1
: thru 117-6.7 - . J o
Atomic weapons; I, 117-3, 117-4, 117-6.4-
~ rewards for information, I, 117-11
" Attorney-Client privileged communications
envelope, I, 197-4.4
Attorney General Order 919-80, I, 139—2;
- 11, 3-8.5, 6-1.1, 6-11 .
\ " ~ 968 82, 1, 281-1
Attorney General's Gu1de11nes
Documentary Searches, Introduction,
1-3; 11, 28-1
FCI (See National Foreign Intell:gence
Program Manual.) .
General Crxmes, Racketeer;ng

Semsitive = .
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Index *14'21_ P B .

‘Enterprise and Domestic
Secur1ty/Terror1sm .
Investigations, ‘Introduction,
1-3 {(entire text); I, 89-2.7,
89-3.6, 92-2, 92- 6 137-4;

o

11, 10-6.2
‘ domestic’ secur:ty/terror1sm cases,
’ Introduction, 1-3; I, -

L 100-1 thru 100-5
' " general crimes cases, Introduction,
i-3

PAGE . 1 - 14

v oL

g
-y

public_corruption_cases,
Introduction, 1-3; I, 194-3.7
racketeering enterprise cases,
Introduction, 1-3; I, 92-8
Informants, Introduction, 1-3; I,
137-13 : -
Inte111gence.‘.Investxgatxons
travel requests, II, 23-8.2 (See
also National Foreign
Intelligence Program Manual.)
Kidnapping investigations, I, 7-5
Reporting on Civil Disorders and
Demonstrations Involving a
Federal Interest,
Introduction, 1-3;
I, 100-1.2.2, 157-5
Undercover Operations, Introduction,
1-3; I, 137-4
Victims and. Witness Assistance, II,
. ~ 3413
Audio countermeasures policy and
program, II, 16-7.1.1,
16-7.2.6, 16-17 thru
, 16-17.9.3
Audit of FBI computer system user
activities, I, 263-3; 1I,
35-9.3.1, 35-9.4.2
Aural Comparisons, II, 16-8.2.12,
16-8.2.13, 16-8.2.15
Authenticity of magnetic tapes, 11,
- 16-8.2.7
Automated Latent Fingerprint Search
~ 1, 91-18.1, 91-18.2,
192—16.2; 11, 15-2:1
Automated teller machines, break-in, I,

>~
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Index j?i_ﬁ- i
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Automat:c data processzng (See Computer :
_and Computerized.) = -
Automatic F1ngerpr1nt Reader System, II
14-19.2. -
Automation matters, I, 242
Automobile w .
accidents with’ Bureau car, claims, I,
197-3.2, 197-8.4, 197-8.5,
197-8.5.1, 197-8.7, 197-12
Altered Numbers File, I, 26-2.8; II,
13-13.5
blue book value, I, 26-2.11
call signs, II, 16-4.2.1
carjacking, I, 26-1. 5, 26-2.1,
26-2.3.1, 26-2.5, 26-2.9, 26-7
chop shops, I, 26f1 11, 26 2.1,
- 26-2.10, 26-7 :
commercial thefts, I, 26-2.1, 26-2.7
confidential identification number, I,
26-2.5
destruction of, I, 149-1.1.1
dzspatcher, duties of, II, 16-4.2.3 .
firearms, in, II, 12-6.2 (Also see -
MAOP, Part I, Section 1. )
forfeiture of, Interstate
Transportation of Stolen Motor
Vehicle cases, I, 26-1.2,
26-1.12
identification manual, I, 26-2.5
identification numbers, altering or
removing, I, 26-1.1, 26~ 1.12 ' . R
Information Disclosure Act, I 153 1 - , ' ) B
thru 153-4 I - . o
interstate transportation of motor g . ' : L
vehicle, I, 26-1 thru 26-8 o : . v -
Laboratory files, I, 26 2.8; II ' o .:f¢
] 13-13.5
motor vehicle, def1n1txon, I, 26 4.6
Motor Vehicle Inspection Inventory . e ; -
Record, FD-653, I, 26-2.5, ' - e )

26-2.7, 149-3 - B T SO
(See also Legal Handbook for i i
Special Agents.) ,
National Insurance Crime Bureau (NICB), . -
I, 26-2.3, 26-2.4, 26-2.9,

L -
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NCIC entry of in Bureau cases, I,
’ 26-2.3.1 . .

odometer turn-back, I, 87—4‘2.2 .
penalties, I, 26-7 T
radio (See Radio, FM system.)
hxgh frequency equ1pment, II,
' 16-2.6.2
records, location of )
assembly and shlppxng data, II, 19-3
DMV, II, 19-2
_ring cases, I, 26-2.7

stolen, I, 26-1 thru 26-8, 183-1.2,
183-2.1
Title File, National Motor Vehicle
Certificate of, II, 13-17.5,
13-17.6 :
titles, blank or valid, I, 26-1.4,
26-1.8, 87-1.2.1, 87-4.2.1,
87-4.2.5, 253-2.2, 255-2.2
heavy equipment/vehicles, I, 87-3.4
trafficking in stolen motor vehicles
" and parts, I, 26-1.10,
26-1.12, 183-1.2, 183-2.1
Vehicle Identification Number, I,
26-2.8; II, 13-13.5
AWOL (See Deserters.)

(8)

Babies, kidnapping, I, 7-4.6
Background investigations (See Part I,
Section 77, and Part II,
Section 17 of this manual for
general instructions.
" regarding the
following positions, and see
Applicant investigations.)
classifications for 3
Congressional Committees, II, 17-2
Congressional Staff, I, 77-1.7; II,
17-2
Department of Energy applicant, II,
17-2

-
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Department of Justxce, I, 7741.5,
- 77-1.9; 11, 17-2 '
. International Organizations, I, 138 -
" National Security Council, II, 17-2 - ; =
Nuclear Regulatory Commission T : )
. applicant, II, 17-2 _
Office of Personnel Management I,
151
Pardon Attorney's Office, 1, 73-1
thru 73-12; II, 14-15.5.1,
17-2 ‘
I{Le_s_idg;t_, _I, ~77-1.1, _161; 11, 17-2
United States Attorney's Office, I,
77-1.8; 11, 17-2
staff, I, 77-1.6; II, 17-2
United States Courts, 1, 77-1.2,
77-1.3, 77-1.4; 11, 17-2
White House, II, 17-2
Background re1nvest1gat1ons for other
agencies, I, 77-1. 10 thru )
77-1.13, 77-4.11; 11, 17-2
Badge, law enforcement, false
. fraudulent use of, I, 253-2.2
Bagmen, I, 194-5.6
Bail '
bonds, I, 75-4
Reform Act of 1984, I, 115-1; 1I,
2-3.1, 2-7.3 \
Bait money, I, 91-13.2 -
Ballistic Protective Garments, II,
12-13. 1 12- 13 2

Bank
accounts, open1ng covert I, 272-8
bribery, I, 258-2 '
fraudulent activity re access
. devices, I, 258-1
prosecut1ve policy, I, 29-4.2
statute (receipt of commissions or
gifts for procurxng 1oans)
29-2.1.4 - _ A
burglary, larceny,'robbery, and ' S,
: g extortion, I, 91-1 thru 91-36.
album, I, 91-12.1, 91-15.5, 91-19

I, 91-11.3.3
'conV1ctions, I, 91-28°

Sensitive. . o
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-closzng ‘cases, I, 91 5 47
: ~ crime scene search, 91 8, 91 9
- “ .“" 91 9 1 _“..,.,

" demand notes,fexam of, I; 91-17 ..
dummy package, I, 91-11.1, 91-11.2°
extortion p011cy and techn;ques, I,

. 91-11.3 .~ -
extortionate demands, I, 91 11.1 o : _ LT T
i nonfederally chartered and/or A L R
insured banks, I, 192- 4
fug1t1ve circulars, I, 91-20
CJIS_ and _Laboratory Division_ f11es,
91-18 thru 91-18.3
investigative policy, I, 91-5.1
loot, I, 91-3.9, 91-13 '
checks against

I, 91-13.8 .
I, 91-13.7
counting and reporting, I, 91-13.8

1, 91-13.4
-13.
1, 91-13.3

possessxon of, I, 91-3.9, 91-3.10

receiving, I, 91-3.9, 91- 3.10 .

<§ I, 91- 13 5

f\ news media inquiries, I, 91-14
Note File, I, 91-17.1; 11, 13-17.6 . ! , _
notifieation, I, 91-12.1, 91-24, . ' - o o

91-27 S

payoffs and recording of, I 91-11.2 : : el ]
plan; I, 91-5.5 . , o
reports, I, 91-26
statutes, I, 91-2 = =
surveillance, I, 91-10 _— -

-~ . camera photographs, I, 91-12.1, o

K - 91-12.2, 91- 16,,91 19 -
suspects program, I 91 15 thru

1-15.4 CAESN R

‘unlawful flight'procéss; I, 91-23
crime statistics’ report I 91- 29
192-17
defzn;t;on of, I, 29- 6 1 2 91-2. 7
91- 2.8

SR o " SRR 3 Sensxt1ve .,
: PRINTED' 02/ 18/98_




Sensitive

T4

embezzlement - 1‘ 29-2. 1 a 29 2 2. 1
examiner . " -, .
loan or gratu1ty to, offer, I,
acceptance of, I 29 2. 1 2
theft by, I, 29-2. 1 7
fraud and embezzlement (See Financial
Institution Fraud.)
Insurance Fund, I, 29-1
loan, unlawful fee for procuring,
receiving, I, 29-2.1.4
‘night deposit trap devices, I, 91-3.3
" notes, unlawful or unauthorized
issuance, I, 29-2.1.6,
29-2.1.12 -
officer, theft by, I, 29-2.1.8
Protection Act of 1968, I, 91-4.1,
91-4.3, 94-4.4, 91-16
records, access to (See Financial
Privacy Act of 1978, Right

. to.)
Secrecy Act, I, 272-1 ,
report, I, 272-5, 272- 12 1 thru S _ .
272-12.8 ;
transact1ons, unauthorized, I, .
29-2.1.12 : .
Bankruptcy :

Acts, I, 49-2, 179-2.2

code, I, 49-1.1 _

Courts, I, 49-2, 49-5, 49-6

fraud cases, I, 49-1 thru 49-11 ,
bankruptey procedures, I, 49 2 - _ ' o
Bustout, I, 49-6 - . o o
Chapter 7, I, 49-1.1, 49-2 T s ‘
Chapter 11, I, 49-1.1, 49-2 = - _ LT T maees
Chapter 12, I, 49-1.1, 49-2 " S ' ‘ o }n;u‘
Chapter 13, I, 49-1.1, 49-2 . ' - : T
character, I, 49-11 - ° '
definitions, I, 49-1.1
departmental instructions and..

opinions, I, 49-3° . L s S AR
immunity of debtor’ 5 testimony, I, - = - - ST LR T
) 49-4

investigative procedure, I, 49-6
National Association of Credit
Management, I, 59-6 .

e
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“National Bankruptcy Act I 49~ 2 .* . o _ .
©179-2.2 L Lo w0 T
National Bankruptcy Reform Act of : L L —

_ 1978, I, 49—2
penalties, I, 49-10 . o
policy, I, 49-5 - L ‘ _ﬂ;"
reporting rules, I, 49-7 . L T
statute . of limitations, I, 49-8 '
statutes (eriminal), I, 49-1 thru
, 49-1.2.1, 49-1.3 thru 49-1.5
Title 11, I, 49-1.1, 49-1.2, 49-1.5,
: 49-2 : :
Title 18, I, 49-6, 49-8
Title 28, I, 49-1.2, 49-3
Trustee, U.S., I, 49 1.2.1, 49-2,
49-6
Program, I, 49-2
U.S. Bankruptcy Courts, I, 49-2
: U.S. Bankruptecy Judges, I, 49-2, 49-6 o
f U.S. Trustees, I, 49-1.2. 1 49-2,
i "~ 49-6
laws, civil provisions of, I, 49-2
Beeper (See Electronic tracking devices
' and Paging devices.)
Bill of rights, constitution and bylaws
of labor organizations, I,
) 159-2.1.1
Bills of Lading Act, I, 71-1 thru 71-5
Biological warfare, I, 98-3. 5
Blackmail, I, 9-2.1
Blockbusting, I, 177-2.3, 177-7.3 Cou o =
Blood, submission to FBI Laboratory for o \ T
exam, 1I, 13-6.7, 13-8:1.4, ' C '
13-8.1.5 (See also
Examinations, Laboratory,

. serology.)
Boats, high frequency radios 1n, II ' . _ - s
16-2.6.2..0 .. | U ;

Bod

T, 67-16.2.1

~9 _ fat measurement .
192-15; II,

recorders, I,
10-10.10 W

- FBIHQ authority, 1I, 10-10.3
Bomb (See also Bombing and Explosives -

( Sen51txve‘ :
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i ae

"and Incendiary devices.) | R
Data Center (See below, under o
Laboratory, FBI;'services and’’
 examinations.) _ .
data summary, I, 33-2; I1I, 13-16.9.1
handling (rendering safe) I, 98-3.2,
149-3, 174-3.3; II, 13-16.7.1 _
‘hoax, I, 91-8, 91-31.1, 174-7; II, .- S
13-6.7(44), 13-16.6, 13-16.7 ' ‘
in aircraft or vehicle, I, 149-3,
'164-2.4
Laboratory, FBI, services and
examinations, II, 13-16.2
_ thru 13-16.9.10

' Bomb 1, 33-2, 252-1.6;
\53
‘ foreign centers, II, 13-16.9.2

Hazardous Devices School, II,
13-16.9.4
incident reports, FD-436, II,
. 13-16.9.1
(Also -see Bomb data summary.)
mailing lxsts, II, 13-16.9.1
publications, II, 13-16.9. 1
requests for assistance for major
cases/special events, 11,
13-16.9.10
research programs, II, 13-16.9.3
seminars, II, 13-16.9.5,
13-16.9.6
technician program, II, 13-16.9.7
training, II, 13-16.9.4,
13-16.9.7
examinations, I1I, 13-16.7.1,
13-16.7.2, 13-16.7.5
‘ exploszve techniques
breaching, II, 13-16.9.7
substitution, II, 13-16.5
military assistance, seeking, I,
174-3.3; 11, 13 16 3
render safe : ) ’
equipment (vehxcle) II, 13-16.9.8 o -
military assistance, II, 13-16.3
shipping of, II, 13-16.6, 13- 16.6.1
" gstorage and transportat:on, I,
174-3.3; 1I, 13-16.2

‘ Sensitive . - R,
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threats, I, 174-3 2
Bombing ° T oL
+ actual, I 174 1w P Lo
‘ ' attempted, I, 174 2 2- ’ - f
crime scene search, II, 13-6.5,
o -13-6.5.1, 13-6.5.2
‘ hoax (See Bomb.) ‘
" threats, I, 149-3, 164-8, 174-1 thru
. s 174-9, 192-9, 254-3.2 )
field office plan, I, 174-5; II,
13-6.5.2
Bond .
bail, fraudulent, I, 75-3, 75-4
default, I, 115-1 thru 115-8
apprehenslon responsibility, II,
' 21-28.1 thru 21-28.9
use of grand jury to locate
fugitive, II, 2-9.8
photograph1ng of, II, 23-3.2
savings
record of purchase or redempt;on,
FD~123, II, 19-1, 23-3.1
stop notice, II, 10- 7
Bondsmen, I, 75-1 thru 75-6
and sureties, I, 75-1 thru 75-6; II,

_ 20-3
bond jumpers, transportation of, I,
7-4.16
Books and manuscripts, records re rare,
II, 19-3

Bootlegging, I, 23
Border stops, II, 10- -7.5.2
~ Boycotts, secondary (Hobbs Act - Labor
' Related), I, 195-2 .
Brlbery (See also Corruption of state and
local public officials and
. Corruption of federal public
e offxc:als.) T . L
bank (See Bank.)“ e S
bankruptcy cases, I 49 1 1 49 1.2.
financial institution, I, 29 2.1. 19
fraud agaznst government cases, I,
206-1, 206-5
interstate transportation in aid of
racketeering, I, 166-1 thru
166—6;

: - T e e
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.Irregular1t1es in Federal Penal T ,r“;" oy
7 .- " Institution cases, I 90 1. 3 LS e
Jurors, I, 58-7.3 ‘ : s

obstruction of criminal 1nvestxgat1ons,
A, .

T

T I, 72-1.4 :
. payoffs, I, 58-6.6, 137-4, 194-5 6; , :
e : 194 6.2, 194-6.3, 194-6.4 S .

programs receiving federal funds, I,
46-1.5.1, 194-3.2 )

public
corruption matters, I, 58-3.4,
194-5.6 . ‘
officials and witnesses, I, 58-3.1,
58-7.3
advance of funds, authority, II,
10-14.1.4

sports, I, 172, 281-3.1 , : A
Treasury Department employees, I, . . ) R
62-1.2.1 '
Briefing material for presentat1on
outside FBI or testimony, II,
6-14
Brlefxngs/debrzefxngs, security, I,
-67-18.1.2, ) ) & (),
260-2.5, 261-2
Broadcasting obscene 1anguage, I,
145-1.2 :
"Bug," use of (See Electronic
surveillance.) ’
Bulky exhibit semiannual review, . _ T Y S
certification of destructxon, - ‘ - S

‘ I, 281- 8.1. 10 , : ' o ‘ R
Bullet- proof apparel 12 13 thru 12 13 2 ) s ’ T ,iff
Bureau - ; £ . EOR , . .
Alcohol, Tobacco, and F:rearms, I, e - -
applicant’ = . © TR ST
alcohol abuse,_xntervxews,:I, L RS

_ 67-7.6, 67-7.8.
] application, prel:mxnary,_»'wﬁsﬂz o : .
- .1, 67-11.1.1, 67-17.1.1 . . .l S T
technical support posxt:on;‘ T .
1, 67-11.1.1 S et T BRI T e

background 1nvestxgat1on, I 67-7
Privacy Act requirements, I, 67— 6

status inquiries, I, 67-3.2,

67-3.2.3 L

Sensitive Wt
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e updatxng 1nvest1gatxons,'i}
BN & S ‘
" bias or pre;udxce, I, 67 -7.6
_blind, processing and/or testing,
) I, 67-9.2, 67- 11 2 - +
character, I, 67-7.3 ]
CE Ch1nese/A51an ancestry, I, . S
S - 67-11.3.2, 67-11. 4, 67 17.1. 6 '
s credit checks, I, 67-7.8, 67-7.11
- data compilation card (FD-190b), I,

Ta

67-11.3.10 : ‘ - o
derogatory _information, I, 67- 7.7 - .
_drug abuse, I, 67-7.6, . ‘ ‘

67-7.8, 67-7.9.1, 67-16.2.2, ’ oL )

67-17.3.4

drugs, testing 54 applxcants, I,
67-7.1.1, 67-7.11, 67 17.3.6, ' o
67-17.3.8 ' . : '
Honors Interns, I, 67-14.1
false statements, I, 67-7.7
financial responsibility, I,
. 67-7.6, 67-7.8
fingerprints, I, 67-7.11,
67-11.3.8, 67-17.1.7; 1I,
14-8.1.5 . A i ' }
government employment, prior, I, : - : L
67-11.3.5 :
handicapped individuals, placement ) _
and processing of, I, 67-9.2 _ - o o R
blind applicants, I, 67- 9.2, : : . e

67-11.2
indices searches, I, 67 7.5, 67 7. 8
C67-7.11
inquiries .. .-~
o ‘employment, I, 67-3.1 :
! status, I, 67-3.2° . . =% .

_ interviews,.I, 67-7.8, 67 7 11,
B 67-11.3, '67-11.3.9, 67 17.3,
‘ 67-17.3.2, 67-17.3.4, ]
A . 67-17.3.5, 67f17.3.6, AR
T 67-17.3.7, 67-17.3.8
personnél’ security, I, 67-7.9,
67-7.9.1, 67-7.9.2, 67-7.11,
-67-17.3.8, 261-2
support employee for Agent
pos1txon, I, 67- 17. 3 6 )

-Lr.-
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R m:lztaty status, I, 67-5, 67-7 8(19)," -
. 67-11.3.4, 67-17.1. 4 . .
physxcal exam:nat1ons, I, 67 7 11 s 3 'f -
v 67-9.1, 67-11.5, 67—12 wi T ' R
67-17.1.10, 67- 17 3. 6 \ . e ]
.- 67-17.3.8 . o L e

polygraph examinations, I, ' _ LN

67-7.9.2(9), 67-7.10, 67- 7 i1, : _ I I
67-17.3.8; 11, 13-22.12 o o e T T
recruiting aids, I, 67-1
reinvestigations of FBI personnel, I, A
67-18, 67-18.1.1" ' , : o
relatives, employment of, I, 67-4
security debriefings, I, 261-2
Selective service status, I, A
- 67-7.8(18) ' ’ ,
Specxal Agent
confidentiality requests, I, 67-6 _
offsprxng of Special Agents killed ' .
in line of duty, I, 67-17.1.10 ‘ :
Privacy Act requirements, I, 67-6
processing, I, 67-17 .
support personnel, I, 67-17.3.6 . ‘ I
qualifications, I, 67-16
physical, I, 67-16.2
reinstatement requests, I,
67-17.3.8 ‘
status .inquiries, I, 67-3.2.3
tests, I, 67-17.2, 67-17.2.1,
" 67-17.2.4 (See drugs,
this heading.)
preemployment physical fitness,
I, 67-16.2.1 (7), 67-17.3. 3
retests, I, 67-17.2.4, . ’ ‘ . R
67-17.2.7, 67-17.3.8 - . LT
Support Personnel ) P
availability list, I, 67-8.1
confidentiality requests,- I 67-6 .
interview form (FD-190a), I,. L
67-11.2.4, 67-11.3, 67 11.3.9 : o b
part time employment, I, 67-13 . E .
Privacy ‘Act requirements, I, 67- -6 . "
processing, I, 67 7.1, 67- 11 S e
- 67-17 -
quallfxcatxons, I, 67 9
for Agent position, I, 67-17

et SensitiveleoW
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reinstefement requests, 1, 67 12
status 1nqu1r1es, I, 67-3°
tests, I,767-10.7, 67 10. 11
ST 67-11.2- thru 67 11.2. 4*-- .
. retests,’ I, 67 o _-i T

of Prisons \1 T Tl .
personnel assaultzng or k1111ng,
I, 89-2.16 - ) )

records, access to, II, 19-1
Responsibilities, Witness Security
, Program, 1I, 27-16.3
Psycholog1ca1 Testxng. 11,

-16. '

bust funding authority (See Advance
funding for investigative

purposes.)

Buy-

EFFECTIVE: 01/16/96

1-2 INDEX C-D

(©)

Cabxnet head, second ranking official,
or nominee, assassinating,
kidnapping, or assaulting, I,
89 3 Co ‘L RERNEN - e

otk -

Cable
Commun;cat:ons Pol:cy Act of 1984 I

145-1.6, 145-4.6 . <"

-
4

satellxte station’
1nterceptxon of communzcat:ons,_l;'
e 139-1.5, 139-2 .. ‘
CALEA (Commun:cat1ons Assistance’ L
. .. for Law Enforcement Act),.IIg'%
a0 10-10.11.2 0 N .
Canadian Police Information Center
Terminal, II, 16-16.2
Carjacking, I, 26-1.5, 26-2.1,
26-2.3.1, 26 2.5, 26 2.9,

VﬁeﬁEitive'
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Case, closxng s L
computer f1les, destructxon and T
T 'retentxon, II, 16-18.6. 3 -y

Case funding authority (See Advance '":*

R " funding for investigative - .- :

.. " purposes.) | - ‘ U : R

Casts, taking of R BRI I

o plaster, II, 13-19.1.2 . o ' LT T e

plastic impression, II, 13-13.3.1 e ' S
Cattle, interstate transportation of

stolen (See Interstate

Transportation of

Stolen Livestock.)

Caustic Poison Act, I, 21

Caution statements, I, 7-15.5, 91- 13 7, , .

91-26.3; II, 2i-11 R S
Cellmate informant (See Informants, and : T
Legal Handbook for Special
Agents, Section 8.)

Cell site simulators, (digital
analyzers, dialed number
recorders), II, 10-10.7,
10-10.11.3

Celiular telephones, II, 10-10.11.3

Census matters, I, 62-2 thru 62-2.4 -

CFE Treaty (See Natxonal Foreign /

Intelligence Program Manual.) . L oo .

Chaxn of Custody — Original Tape

.

Recording Envelope, II ; ‘ o T i
5 10-9.8.1 : ‘ - e Lo
Character:zat1ons ‘ : S R
applicant 1nvestxgat1ons for other- el ‘
agencies, -17-5.3, 17-6.8
domestic secur;ty/terrorzsm cases, in,
R ¥ 100-3.1.5". i

'1nformants, I, 137-10.
(See also MAOP, Part II Sectxon
10-17.13.) . - - . .
“printed public source mater;alda_i -
* “"containing, Introductzon, 1-4; .: - .
.1, 100-4° ., . %, : e
Char force, steps for access to FBI :
space, I, 260 4 1 1

i

Chart
bankruptcy fraud cases, I, 49-6

evidence, 11, 13-6.7

il o Sensitive
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baékaéingﬁeéidepcé,iil, 13-6.6 -

FAR ek

Check ..o . .

photographing of, II, 23-3.2
traveler's, forged, I, 87-4.6.11
unlawful certification by bank

Ee

cases, 1TSP, 1, 87-4.6 thru 87-4.6.9,.

87-4.6.11, 87-5.2 - - -

circular, 11, 21-25
fraudulent, ITSP, I, 87-3.2
government, request for copies, II,

19-1

kiting, I, 29-4.2.5 o
National Fraudulent File (NFCF), I,
87-4.6.4; 1I, 13-2.1.1, 13-17.6

personnel, I, 29-2.1.11

Checkwriter Standards File, II, 13-17.5
Chemical agents

chemical exam of, II, 13-10.4.2

use of, II, 12-14 thr ~14.8
arrests, in, II, ‘

SWAT, II, 30-3.8

Chemical smoke, II, 12-14.6

Chemical Weapons Treaty (See National

Foreign Intelligence Program
Manual.) .

Child
- abuse, definition, II, 34-2

Exploitation and Obscenity Section,
Department of Justice, I,
145-7 ..

pornography (See Sexual Exploitation
of Children.)

1, 145-4.9
ection Act of 1984, I, 145-4.7

Protection Restoration and Penalties
Enhancement Act of 1990, I,
145-1.10.1. S

removing from or retaining outside

- u.s., I, 7-1.4, 7-1.,4.3, 7-4.7,

. 7-14.15 ‘
reports of child abuse on federal
land, facilities, II, 34-11,-
34-11.1, 34-11.2, 34-11.4,
34-13 ‘ T
in Indian country, I, 198-6.2
thru 198-6.9; II, 34-13

.
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penally, 11, 34-11.3
privacy, 1T, 34-11.5 .
Support Recovery Act of 1992 matters,
1, 88-14 thru 88-14.8 ‘
Children
buying or seliing, I, 145-1.9
sexual exploitation of, 1, 145-1.8
Chop sheps, I, 26-1.11, 26-2.1,
' 26-2.10, 26-7
CIA
checks, I, 67-7.8, 67-7.11; 11,
17-6.13, 19-1
(See also National Foreign
Intelligence Program Manual.)
classification of covert operations,
11, 26-3.13 ‘
Director, assassinating, kidnapping or
assaulting, I, 89-3.1
Cigarette :
Labeling and Advertising Act, I, 62-6
unreported interstate shipment of, I,
62-14
Circuit restoration, II, 16-19
Circular letter, I, 7-14.10, K
49-5, 49-6, 91-13.7;
21-23, 21-24, 21-27
Citizenship, falsely claiming, 1, 39
Civil
actions, I, 197
payments of judgments against FBI
employees, 1, 197-5
and criminal liability (See Legal
Handbook Eor Special Agents.)
Aviation Security, FAA, address, I,
149-3 '
disorder, I, 157-2, 176-1.3.2
file, 11, 14-10.2
liability, deputation, II, 31-3
Monetary Penalties Law of 1981, I,
46-1.12, 209-2
rights (See also Color of law cases and
Racial and Religious Violence
or Discrimination.) '
Act of 1960, I, 88-1.2
Act of 1964, 1, 44-1.5,
173-1 thru 173-12

Sensitive
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accommodatxons (pub11c), I, 173-4 -
discrimination (See. '
" _Diserimination.)
education (public), I, 173-5
employment, I, 173-7
facilities (public), I, 173-6 -
Act of 1968, I, 177-1
complaints against FBI personnel, : A
I, 263-8 . ’ ‘
demands for production of material, . - o
11, 6-1.3.1 ' B
of Institutionalized Persons Act, , . :
I, 214 : - w
Program, Introduction, 2-2.3 : (U
voting laws, violations o S
initiating investigations, I, : i
44-3.2 : A
investigative procedures, I, 44-6 ' S
reporting, I, 44-5, 44-7.1, 44-8.2
Service matters, I, 35
Service Retirement Act, I, 67-7.8 (19)
suits ,
against FBI, I, 197-1 thru 197-11.2 7 B,
applicant investigations for other
agencies, II, 17-5.6, 17-6. 14
false claims, I, 46-3
miscellaneous, I, 62-11
Renegotiation Act, I, 46-2
unrest, I, 157
Claims .
against the FBI, I, 197-1 thru 197-12.5
Court, I, 83 ' o '
applxcant for Judge, I, 77-1.1
false . .
bankruptcy, 1, 49-1.2
civil suits, I, 46-3
fictitious or fraudulent, I, 46 1.2
or civil actions against government,- . : - . » L
I, 197-1 thru 197-11.2.- _ o
delegated to Chief Division - o T s
Counsels; I, 197-12 : ' S
communications,. opening and
closing, I, 197-12.3.1, . et
197-12.3.2: _ - . S
exceptions, I, 197-12.1 - -
field documentation, I,

Sensitive . - R .
. PRINTED' 02/18/98 o




T 971242

Classzf;cat;on of mater1a1 II, 26:1

S " thru 26-14

cover letter/airtel transm;tt1ng LHM, ..
form letter, etc., II, - '
26-2.6.2° . : T

microcomputers and 1nformatxon, I,
260-4.3.2

safeguardzng on ADPT systems
(computers), II, 35-1 thru 35-13.

Classxfled :
data, leaks to press, 1, 117-6.6.2

documents, missing, Atomic Energy Act
of 1954 cases, I, 117-6.5
damage assessment of, II, 26-13.2
information -
Department of Justice, Department
. Review Committee (DRC),
oversight of FBI classified
information, II, 26-2.1
destruction of, II, 26-15 (See also
National Foreign Intelligence
Program Manual.)
disclosure of (See also National
Foreign Intelligence Program
Manual.) ' .
in.criminal trials, II, 23-9
inadvertent, II, 26-4.1
unauthorized, II, 26-13, 26-13.3
unauthorized release of computer-—
stored, I, 264-2.1 o .
inventory of ADPT systems .- .~ . .. PR
processing, II, 35-9. 4 7 ‘ ' -
labeling of computer, diskettes,
tapes, storage media, II t . .
35-9.4,9, 35-9.4.10.. 7 " L Doy

loss or p0551b1e comprom:se of I1, T .
26-13.1" R .

microcomputers - e T - we
laptop, II, 35-9. 4, 6 A Y. . o ;
non-Bureau owned, II, 35-9. 4, 18 . SRR o
portion marking, II, 26 2 6.3, R e S

_ 35-9.4.9 - : .

. removal to residence, II, 26 5.3 :

storage, I1I, 26-2.3.2, 26-5 . : L

transmitting, II, 26-7

i ' ﬁ’ui'Seﬁsitive ES
‘ PRINTED: 02/18/98




. .- . L - . T i -
R T S A‘. Lo : .
. : . . ) .

Sensitive

Hanual of Invest1gat1ve Operatxons and Gu:de11nes
Index

' wrapping for mailing, II, 26-7.4
Information Procedures Act,
Introduction, 2-2,4.3;
I, 259-2; II, 17-2, 23-9
National Security Information and
o Material, II, 26-1 thru 26-14
teletypes, I1, 16-1. 4 16-1.6,
' 26-2.6.4
Clayton Act of 1914, I, 60-1.2- .
Clean Water Act, I, 249-2.4, 249-2.7
Clearances . ' :
certification of, II, 26-11
SCI, II, 26-10.2 thru 26-11.1,
26-13.2
security, I, 259-1 thru 259-7, 260-1
thru 260-5; II, 23-9.1,
23-9.5, 26-4, 26-10.1,
26-10.2.1, 26-11
Department of Justice, I,
260-2.3, 260-2.3.1
facility, I, 260-3
interim, I, 260-2.2
investigations, I, 259-1
personnel, I, 260-2 : -
Closed Circuit Television—Criminal
Matters
W audio and video, 11,
10-10.9, 10-10.9.1,
10-10.9.2, 10-10.9.3
authorization to
"application/order requesting, II,
10-10.9.1 ‘ :
Chief Division Counsel, consult
with I, 9-7.2; 11, 10-10.9.1
court ordered, I, 9-7.2; 1I,
10-10.9.1 - o . _
by designated FBIHQ off1c1a15, : S
1, 9-7.2; II, 10-10.9:1 e
by SAC, I, 9-7.2; II, 10-10.9.1 R
delegated to Bureau officials, II, . : P '

) 10-10.9.1
from DOJ, II, 10-10.9.1 - ‘ B
consent : ' ’
documentation of, I, 9-7.2; II, Y,
10-10.9.1 ' . '

control file, II, 10-10.9.1°

[V
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. extortiﬁh'matfersi'i; 9-7.2l‘"f‘
in Title III Hatters, II, 10—9,10,

o 10-10.9.1
~ indexing requ1rements, 11, 10~ 9. 12,
' 10-10.9.3.

national security ‘matters, II ]
" 10-10.9.2 (See FCI Manual. y
preservation of original tapes, II,
10-10.9.4 '
video only, I, 9-7.2; II, 10-10.9,
10-10.9.3 ‘
Coast Guard records, access to

Intelligence Staff, II, 19-1
personnel, II, 19-1
Code (Also see Cryptograph1c systems.)
names
‘informants, I, 137-9, 137-11
major case, II, 23-1
public corruption cases, closings,
I, 58-8.4, 194-8.4
technical penetrat1ons, II, 26-3.10
words
surveillance, I1I, 9-1 .
Cognizant Security Officer, I, 260-2
Coins, theft of rare, II, 19-3
Collection of information, I, 190-9
Color of law cases, I, 282 thru 282-10
administrative instructions, I, 282-8
assignment of Agents, I, 282 8.5
complaxnts, I, 282-3
auxiliary office in urgent
situations, I, 282-8.6
citizen, insufficient, I, 282-3.2
FBI personnel, against, I, 282-3. 1.
prisoner, I, 282-3.2 :
contacting judge, I, 282-8.6
deadlines, I, 282-5.2, 282-8.2
investigation, I, 282-4. 1 282-4.2,
¢ 282-6 .. .
local 1nvestxgat1ons, I, 282 8.3
reporting, I, 282-5.1, 282 5. 2
282-7, 282-7.2
submission of FD-610, I, 282- 5.1,
282-7.1, 282-8.1, 282-8.2, .
282-8.6 : r
subpoena matters, I, 282-8.4
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Combination :
changes of, II, 16-7.2.6, 26-5.4
clearing, II, 26-5.4
locks, 1I, 16-7.2.6, 26-5.4 ‘ S

disposal, II, 26-5.4 ' : =
record file, II, 26-5.4 : - ' o

Commerce ‘
foreign, I, 1-1.8
interstate, I, 1-1.7

Conmitment for psychiatric evaluation

of individuals, not

.authorizad,"IntggducLLQQJ_;—Z R

‘Communications _
Act of 1934, I, 139-1, 139-1.2.1,
139-4; II, 16-4 '
classificgld itivity markings,
26-2.6, 26-12.1

ee
Privacy Act of 1986 (See
Electronic.)
stored on computers, unlawful
access to, I, 264-2.3
radicd, FM (See Radio, FM system.)
faceimile messages (See Facsimile.)
interception of wire, oral or
electronic, I, g§9-3.1, ‘
89-3.11, 139-1.2 183-1.9; v

Ced e a

& 11, 10-9.11, _ 20-3
(See also Compuler fraud
and abuse.)
jnterference with government, 1,
52-3.1 (See also Computer
fraud and abuse.)
obacene language, proadcasting, I,
145-1.2 '

classifi i of,
W:e—z.e.a

dissemnation of

to other government agencies,

military installations and

Sensitive
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Commu on of Sentence, I,
73-12
Complainants, interview of, 11, 7-6.1
Complaint, 11, 2-5 (See also sections of
- MI0G corresponding to
appropriate Bureau
: classifications.) :
authority of U.S. Attorney, 11, 2-5.1,
j 5-3.1
eritical of FBI and employee: 11, 7-9.4
discussing false statement FIF case
with U.S. Attorney, I: 29-5
form, FD-71, use of, II, 7-9.2
nandling of, 11, 7-9.2, 7-9.3 -
notifying SAC when filed, 11, 2-5.5
receipt of, 11, 7-9.2, 7-9.3
Complaints and affidavits (See Legal
Handbook for special Agents.)
Comprehansive o
Crime Control Act of 1984, I, 29-1,
76-1.3.10, 76-3.11, 90-1.3,

.

253-2.3, 255-1, 256~1..
258-1, 264-1; 11, 14716:8,

Crine Control Aet- of 1990, I, 1-13,
29-1, 29-2.1.2, 29-2.1.214
. , 145-1.10.1; 11, 34-13 -
Employment and Training Act of 1973, o S g
I, 204-2.3, 204-5.3 ' : : R T B
‘Environnental Response, Compensation,
and Liability Aet of 1980, I,
249-2.3 :
Computer. :

‘ Sensitive.~i
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access, 1I, 35-8.1.2, 35-8.2, 35-9.4,
N 35-9.4.1, 35-9.4.2 o
~on-line computer network records,

k 11, 10-8.2° .

aids to investigations, 1I, 10-4,

16-10 ,
Applications Communications Network,
1I, 16-19.1

assistance to field, II, 16-10

audit of FBI computer system user

' activities, I, 263-3; II,

35-9.3.1, 35-9.4.2

backup, II, 16-18.4, 35-8.1.4,

35-9.4.4

contingency planning, II, 35-8.1.4
disaster recovery, II, 35-8.1.4

emergency response procedures, II,

35-8.1.4 '
evidence
magnetic media/disks, Lab exam, II,
13-17.4

maintaining as exhibit, II,
16-18.6.3 _

shipping to FBIHQ for Lab exam, II,
13-6.7 .

fraud and abuse, I, 264-1; II, 20-3

access, unauthorized, I, 264-2.1,
264-2.3 .
Act of 1986, I, 264-1
character, I, 264-8
damage to computer, I, 264-2.1
definitions, I, 264-2.2 '
investigative procedures, I, 264-5
jurisdiction, I, 264-3 ] . ,
policy - -
investigative, I, 264-4.1
prosecutive, 1, 264-4.2
reporting requirements, I, 264-6
statutes, I, 264-2, 264-2.5 '
inventory of ADPT systems processing
classified information, II,
35-9.4.7 -
labeling diskettes and other storage - - _ .
media, II, 35-9.4.9, 35-9.4.10 o - B

laptops §
issued to electronics

- - - ' -

Sensitive . T P | _ .
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: ) . ‘ technxc;ans, II;’16—18 5
e security of, II, 35-9.4.6 _ _
o microcomputers, II, 16-18 " . T

- bulletin boards, electronic, I, s
. 264-4. 2.2; 11, 35-9.4.8
data files, - 16-18.4
disposal of" records/equ1pment 11, _ . : -
16-18.6.3, 35-9.4.14 "~ . . A S ER
forfeited, 1I, 16-18.4 S T ' . .Vilf'*
_ hardware and software listings '
(inventories), II, 16-18. 4,
16-18.9
hardware, security exam, II,
35-9.3.2 ,
home, use of at, II, '35-9.4.17
leased, II, 35-6, 35-9.4.18
maintenance, security precautxons, )
II, 35-9.2, 35-9.4.5 : _ R
access to for repair, I, : . :
T 260-4.3.2
contracts, I, 16-18.4, 16-18.7
non-Bureau owned, II, 35-9.4.18
procurement, II, 16-18.4, 16-18.17
records, automated
access to, II, 16-18.6.2 (See
also Computer, access.)
accounting for, II, 16-18.6.1
backup, 1I, 16-18. 4 35-8.1.4,
35-9.4.4 ‘
reporting requirements, II, 16-18.9
responsibilities for management

C1I, 16-18.4. - o R
reuse of equipment,. II 35 9 3 1, -
. 35-9.4.13. ' . : _ :
: security policy, 1I, 35 : - o SRR
. S accreditation, II, 35-8.2, 35 9.4.4 oS e - LT .
‘ audit records, II, 35-9.3.1 . .. ‘ S T B N
awareness training, II, 35-8 3 B oo e -

certification, II, 35-8.1. 5- o

device labels, II, 35-9.3. 3 : . A
~  system plan, II, 35-8.1.2 T L St T -
seized, II, 16-18.4, 35-9.4.4* R
sensztxve compartmented _ A o -

information, II, 35-9.1.1:“
35-9.4.4, 35-9.4.9, 35-9.4.12
software, II, 13-17.4, 16-18.7,

T - "
. Sensitive: ¢
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el 35-9.4.4, 35-9.4.,5 .77 om0 _
T annual reports, II, 16-18.9. ~ .~ = : e
=" gecurity exam of, II, 35-9.3.2, - o
c. 0 35-9.4.4 mEpt T SR : o
seized, II, 35-9.4.4 . o
specialists, selecting, II, 16-18.11
supplies, II, 16-18.7 ‘
telecommunications, II, 35-9.4.8
TEMPEST certification, II, 35-9.5
temporary space, use in, II,
35-8.3, 35-9.1.1
training, II, 16-18.10
password
fraudulent use, I, 264-2.1
Bureau employee's II, 35-9.4.2
records, access to government, I,
264-2.1 o
request for assistance, 11, 16-10.1
security
incidents/violations, II, 35-10
officer's responsibilities,
1, 261-2
support centers, countermeasures
inspections, II, 16-17.1.4
virus protection, II, 35-9.4.4
Computerized Criminal History (ccH) (See
Interstate Identification
Index (III).)
Concealment of assets, I, 29-2.1.18,
29-4.2.8
Conduct standards, Privacy Act
information, I, 190-9
Conference calls, consensual monitoring,
II, 10-10.2 :
Conferences, annual support and SA,
'  gecurity awareness updates, . _ _
I, 261-2 . - S L o T
Confessions (See Legal Handbook for L o ‘
: ecial Agents.) e -

%4,

I, 87-4.8.3 " Lo -
I, 87-4.8.3, 196-3, 196-416- - 1 T
onfidentral Sources, I, 137-2.1 (See :
o also Informants.)
Confidential travel voucher (See
Advance funding for

.
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investigative : '
. purposes and Forms, SF-1012.)
Confinement, unlawful flight to avoid,
‘I, 88-3.2 - ' .
Confiscation of intercepting devices,
1, 139-1.4 ' :
Conflict of Interest, I, 58-4, 58-7.2
: (See Corruption of federal
public officials.) : ' o L
Congress, Member of or candidate, ' ‘ T
assassinating, kidnapping or
__assaulting, I, 89-3 :
Congress, Members of
requests for financial disclosure
statements, I, 58-9, 211-10
Congressional Assagsination Statute, I,
89-3 : .
Congressional, Cabinet and Supreme
Court Assassination,
Kidnapping and
Assault Statute, I, 89-3.2
family members, 1, 89-5 _
Congressional staff, background S
investigations, I, 77-1.7; ) T
11, 17-2
Consensual monitoring (See Electronic
surveillance.)

R . :
O A S ST

Conspiracy, I 62-16 thru 62-16.8
against rights, I, 44-1, 44-1.1,
50-1.5, 56-3.1, 177-2,
177-2.6, 282-1, 282-1.1
Congressional, Cabinet and Supreme
Court Assassination,
Kidnapping and Assault cases,
1, 89-3.5 . ,
definition, I.’62-16.1 _
environmental crimes cases, I, 249-4
fraud against the government cases,
: I, 206-1, 206-5
~ fraud by wire case, I, 196-1, 196-4.7
interstate transportation of stolen
property cases, re, I, _ 1
87-3.3, 87-4.2.4, g7-4.8.2, ' .
87-4.9.3; 1I, 1-1.12,5 . - T

" Sensitive
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to defraud the Un1ted States, I,
46-1.4 "
to impede or injure off;cer, I, 89-4 -
character, I, 89-4.9 S :
dissemination of xnformatzon, I,
89-4.8 ; :
.elements, I, 89-4.3
family members, I, 89-5
FBI jurisdiction, I, 89-4. 5
investigative procedure, I, 89-4.7

notification
to FBIHQ, I, 89-4.6, 89-4. 8

LA

victim, I, 89-4.8
reports, I, 89-4.13
venue, I, 89-4.11
Veterans Affairs cases, I, 17-2
Consultant agreements, I, 260-3.2
Consumer
Credit Protection Act, I,.93—6,
181-2, 181-3, 189-1; II, 20-3
Contempt of court, I, 69-1 thru 69-6;
11, 20-3 ' ,
reporting requ1rements, I, 69-6
Contingency response planning
key assets, I, 100-5 . .
nuclear facilities or materials, I,
117-9; 11, 18-8
storage and destruction of hazardous
chemicals, I, 281-8.2.2
Contract Work Hours and Safety
Standards, Act, I, 62- 4.1
Contractor personnel, investigation;-w s
I, 260-1 o &
briefings/debriefings, I, 261-2
Controlled deliveries .
drugs, I, 281-4.1.12" i
pornographic material, I, 145-4.7 - -
Controlled Substance Act, I, 70-4, 90-3
Controlled Substance Registrant = .
Protection Act of 1984 I
251-1, 251-7.
Controlled Substance — Robbery or
Burglary, I, 251-2.1
background, I, 251—1 :
case title, I, 251-10.
character, I, 251-8

Y B [P . - H
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classification, I, 251-9 _
. dissemination, I, 251-6 - - s A
" investigative procedures, I, 251-5 T e 7
jurisdiction, I, 251-3 %,
office of orxgxn, I, 251 12
policy,-I, 2514 e ' ' S
1nvestxgat1ve responsxb;lxtzes, I, . _ ‘ o
251-4.1.
reporting requxrements, I, 251-7
statute and penalties, I, 251-2
venue, I, 251-11
Conventional Forces in Europe (CFE)
Reduction Treaty (See National
Foreign Intelligence Program'
Manual.)
Cooperative Witnesses, I, 270;
11, 27-13.1, 27-13.2
payment to, II, 10-14.1.1
travel, foreign, I, 281-6.2
Coordination between agencies (See
Agreements.)
Copier Standards File, II, 13-17.5
Copyright C ' :
(Aural) Examination (See Aural - o
comparisons.)
matter, I, 28-1 thru 28-8; II, 20-3
computer fraud cases, I, 264-2.5.6
forfeiture, I, 28-4.4
search and seizure, I, 28-4. 2,
28-4.3
sound recordings, examination for
authenticity, I, 28-4.5;
11, 16-8.2.14
video tapes, examination for ) ;
" authenticity, II, 16-8. 2 16 , L S
Cordless telephone monitoring, II, ’ 7 - - R T
, 10—10.11.2, oo L IR Con
.Corrupt1on e : A L - R A
Department of Defense personnel' o i A : e
referrals to FBI, II, 18-1. . L S
'of federal public officials, T, T Ll Co
46-1.12, 58-1 thru 58-11; II, i e e T Dok
20-3 o
cases, closings, I, 58-6.7, 58-8.4
cases, opening, I, 58-8.2, ' g . ) _
consensual monxtor1ng, I, 58- 6 4 , 7 s

Wééhsitivef* L
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government property crxmes, 1,
B 52-1.3, 70-4, 90-3 . g
. initial contact with prosecutor,"‘”

e I, 58-6.3- . 7o -
1nterv;ew1ng h1gh-rank1ng off:czals, ha ’ o .
I, 58-6.1 = .. . o S -

investigations, full, high—profile,' . S .
I, 58-6.2, 58-8.1, 58-8.3 . B R
payoffs, I, 58-6.6, 58-7.1, 58-7.2 ) , o
policy, I, 58-6, 58-6.1 - :
polygraph examinations, I, 58-5
predication, I, 38-5
preliminary 1nqu1r1es, I, 58- 6 2
58-8.2
reporting requirements, I, 58-8
. thru 58-8.5
' _ undercover operations, I, 58-6.4
of state and local public officials
investigations, I, 194-1 thru
194-9; 1I, 20-3
arrest, I, 194-5.5
case
closing, I, 194-5.7, 194-8.4
initiation, I, 194-5.1, 194-8.1,
194-8.2
code-name cases, I, 194-8.4
consensual monitoring, I, 194- 5.4
drug trafficking cases, I, 194-6.5,
281-14
government property crimes, I,
52-1.3, 70~-4, 90-3
Hobbs Act violations, I, 194-3.1 ,
initial contact with prosecutor, I, ' ' o o
194-5.3 T L
Interstate Transportat1on in A1d of
' ‘Racketeering v;olatxons, I,

194-3.3. o L
ﬁail RN oL : L .o
. covers, I, 194 5 2 B R
¥ fraud vieclations, I, 194 3 4 : - ST o .
payoffs, I, 194-5.6, 194 6.2, - N"‘;o,.”ﬁjf“

194-6.3, 194-6.4"" = &7 S e -
pol;cy, I, 194-5 ' , _
polygraph examinations, I,

194-4 ,
predication, I, 194-4, 194-8 : .

OV




prosecutor, contact w:th
194-5.3:" Ao

racketeering enterprise
investigations,
I, 194-3.7

Racketeering Influenced and Corrupt
Organizations violations, I,
194-3.3, 194-3.7

report1ng requirements I, 194-8
thru 194-8.5

theft or bribery concerning
programs receiving federal
funds, I, 194-3.2

“undercover agents and informants/

_ witnesses, use of, I, 194-5.4

wire fraud violations; I, 194 3.5

Counterfeit

check, I, 87-3.2, 87 4.6.9

equipment, interstate transportat;on,
1, 87-1.2.1

money, I, 55

motion pictures, I, 28-3, 28-4.1,
28-4.2, 28-4.3, 28-4.5, 28-7

record labels, I, 28- 3, 28-4.4, 28-4.5,
28-7, 87-1.8, 87-2.1.3,

87-2.2.2, 87-4.2
securities, I, 26-1.3, 26-1.4, 26-1.8,

26-1.9, 26-3, 26-6, 26-7

- 87-1.3, 87-1.4, 87-1.4.1,
87-2.1.3, 87-2.1.4, 87- 2.2.2,
87-2.2.3, 87-2.3.2, 87-4.2,
87-4.2.1, 87-4.2.5, 87- 4.3;T

87-4.6.9, 255-2.1 e
titles, automobile, blank or val1d

I, 26-1.4, 26-1.8, 87-1.1.1,

B7-4. 2 1,- 87-4.2.5, 255- 2 2

tax stamps, I, 87-1.3, 87- 1.4,

- 87-2.1.3, 87- 2 1.4, 87 2
7

e . 87-2.2.3, 87-2.3. 2 8
) 87-4.2.5, 87-4.3 "
Trademark Act, I, 257-1 thru 257—15'
11, 20-3 (Also see
Trademark Counterfeiting Act )
traveler's check, I, 87-4. 6 11

2 2
4 2
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Counterfextxng :
~of State and Corporate Secur;txes,
, w1, 255-2.1; 11, 20-3 :
) Interstate Transportation of Stolen
Property, review of for
. investigative assistance, I, O
255-5
investigative procedures, I, 255 5
prosecutive guidelines, I, 255 4.2
reporting requirements, I, 255-7
Countersurveillance, II, 9- 1.2
Counterterrorxsm _program, Introduction,

2-1.4.1; 1, 253-2.11, 256-10

Court

appearance and testimony of Agents,
11, 6-1 thru 6-14 .

claims, I, 83-1 thru 83-7

contacts with judicial officials, II,
6-13

contempt of, I, 69-1 thru 69-5

derogatory statements made against . ‘ o,
Agent, during trial, II, :
6-9.3

influencing or injuring official, I,
72-1.1

order
access to electronics and telephone

records, 1I, 10-8.1, 10-8.2,
- 10-9.11, 10-10.8
obstruction of, I, 72-1.3
paging devices, II, 10~ 10.11.1
recordings (sound) played for jury, ' : s .
equipment usage, II, 16-8.2. 6 ' oo I
secutxty officer, duties of, II, . N
23-9.4 . ) _ ' e

Credentials, Agent's ’ ‘ : . y
interviews, exhibit during,. 11, 7-1 ‘ ' , Cp -
use in foreign country, II, 23-8.2 . P C

Credentials, Special Federal Offlcer 5, R A

11, 31-5 AR . A

Credit : . ) T o oo . ' oA 5 ‘ ": ‘

bank, false representatxon ‘of - S I A R -
coupons, I, 29-2.1.16 - - : h

Card Fraud, I, 255-2.2, 258-1 (See
also Computer fraud and

abuse.)
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character, I 258—10
definitions, I, 258- 3
. elements, I, 258 4 "
o 1nvest1gat1ve procedures,-I, 258-6.
"« " jurisdiction, I, 258-2 . - ‘ .
- FBI, I, 258-2, . ' . - Te 0o o
e Secret Service, I, 258-2 S < B
penalties, I, 258-5
reporting requirements, I, 258~ 7
subclassifications (See MAOP, Part ' - , o
- 11, 3-1.,1.) ' T
“venue, I, 258-9
calling card, telephone, I, 196-4.2;
11, 16~ 9.1

check
access to FBI space by non-FBI R - LT T :
service personnel, I, : o L,
260~4.1.1, 260-4.2
applicant
Bureau, I, 67-7.8(13), 67-7.11 o
National Academy, I, 1-2.1 thru a .
1-2.4
other agenc;es, I, 77-4.6, 77-4.10;
11, 17-5.9, 17 6.10, 17-16.11 L o .
Pardon or Commutation of Sentence ' '
cases, I, 73-8.4
FBI, use of, II, 23- 2 )
Hazardous Devices School attendees, : - \
11, 13-16.9.7 ' Lo '
informants, I, 137-11 & ;

Jury Panel, I, 51- 2 . . . - e
reinvestigation of FBI personnel . T
I, 67-18, 67-18.1.1 o o e CoE

‘sabotage cases, I, 98- 4,2 o TS T

SCI access, II, 26 10 2. 1 thru : .

. 26-11.1 .- o ,
Consumer Protection Act, 93 6, m'~“--; R
o 181-2, 181-3, 189 1 11, 20-3: PR
Equal Opportunxty Act, I, 189-1 thru *_ S

3

189-8 - RS ; W0 LT
extortionate transactxons, I. 179—1 ' T e

thru 179-7 .. i ' : el
Fair Credit Reporting Act I, 62-5 thru T

62 5 7

TR ey En
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A Saley

"% use of credzt’:nformatxon by FBI
eI, 2372

e ® de£1n1t1on of 1, 29-2.2.2. :
fraud committed against, I, 29 1 -
29-2.1.9, 29-2.1.10, 29 2, 1 12 E
29 2 1. 16 L
~Crime - w Lo I R
aboard a1rcraft I, 164-1 = T S T e e
.. reporting procedures, I, 164-8 : RV e
against (involving) Indian, I, 198-2 o - : i e
thru 198-2,21 . ‘ ' . S
Assimilative Statute, II, 1-1.10 ' - e L
Control Act of 1970, I, 182-1.1, T
183-1.1, 253-2.1 - . L
Control Act of 1982, False R
Identification, I, 253-1.1 - e
Control Act of 1984, Comprehensive - . T
(See Comprehensive Crime : - .
Control Act of 1984.) ' e
Control Act of 1990 (See ' - :
Comprehensive Crime Control
Act of 1990.)

Control Acts of 1973 and 1976, I, o A
204-2.2, 204-5.1 . o ' *
government reservation, I, 70-1 thru
70-8, 166-2
drug activity, handling of, I, )
70-4, 251-3 . ' S - )
high seas, I, 45-1 thru 45-11 : S T
Indian reservation, I, 198-1 thru ' S JE
198-1.8 L : ' b .t

assaulting federal officer in .
Indian country, I, 198-1. 5
drug activity, handlxng of I

. 198-1.5"°
military 1nstallat1on, FBI ‘
jurisdiction, I ,,18-1»

resistance, I, 188-1 thru 188-5’

scene search, I, 91-8, 91-9; II;

" N 13-6.4 thru 13-6.5.2 :
arson, 1I, 13-10.3 thru 13-10.3.2
bank, I, 91-8, 91-9 -
bombing, II, 13-6.5 thru 13-6.5.2
photographs, II, 13-6.4.3,

13-19.1.1
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" “rape, II, 13825 T SURR
_ uniform reporting of (See Uniform -
o Crime Reporting.) - “
- Vietims Bill of Rxghts, 11, 34 3 e S .
34-13 7 - - ' , S
white—-collar, Introductxon, 2—1.5; :
’ I1, 20-1 thru 20-3 : o
classifications involved, II, 20-3 S -
Crimes against family members of ’
Federal Officials, I, 89-5. 2
. 175-1 —
. notification to FBIHQ, I, 89-5.5
statute, I, 70-4, 89-5.2
Criminal ’ i
Federal Rules of Procedures, II, 2-1
thru 2-12.6
file, II, 14-10.1.1
informants, I, 137-2.1
Management System, I, 137-9
1ntellxgence investigations, Attorney
General Guidelines, . :
Introduction, 1-3 '
Justice Act of 1964, I, 74-2.1.1
Justice Information Services Division
files, I, 7-14.8, 91-18.1.1, 192-16.2;
II, 14-10 thru 14-10.6, 15-3.1.1-
literature, reguests for, II, 14-22 -
services of, II, 14-23
law, federal, II, 1-1 thru 1-5
liability (See Legal Handbook for

Special Agents.) : E214/
-Crisis-(hostage) negotiation; I,_ /
II, 30-2 (Also see MAOP, Part :

II, Section 8-7.)
definition, II, 30-2
negotiation team, II, 30-2, 1
. control of, II, 30-2.1
joint operatidns, 11, 30-2.8
management of, II, 30-2.7 g
organization, II, 30-2.2" _ v . .
qualifications, II, 30-2.4 : ‘ o T
. reporting, II, 30-2.5 =~ ---- ‘ : S
- training, II, 30-2.6 o
use in non—-FBI matters, II, 30-2.9
utilization, II, 30-2.3
Crisis management (Also see MAOP, Part

Sens1t1ve

PRINTED- 02/18/98




L i o
. L3 - " ) ) ]
‘ ' - : . - - I

eI e ; b

- - ,. - - * Y
- 23 M e e e s mats :_.. - '...._\.3;7_._ el ‘ C— . . .
B —— i o o [ . . .

& R — B .- - .

T Sen51t1ve L LA e g

al of Invest;gat1ve Operations and Gu;del;nes

.~ Manu .
— , S e e . PAGE 1 - 48

Index ST

e o "1I, Section 8-6.) _ :
: command post procedures, II, 30-1.5 : L ' S .
e advisory staff, II, 30-1.5 - : T et
B standing operating procedure (SOP) ' _ o S
’ I1, 30-1.5 o ' o A
erisis management team;j-II, 30-1.2 oo ‘ '
components (resources); I, 252-1.7; ‘ .
S ; C.-=. 11 =0 I - : o o
control of, II, 30-1.2 - o : o o
on-scene commander, II, 30-1.2
; reporting, II, 30-1.8
training, II, 30-1.7
'crxsxs situations, field office
response, II, 30-1.6
. . decision making, act1on criteria, 1I,
- . 30-1.4
‘ district/region breakdown, II, 30-1.6
plans, procedures, II, 30-1.3 (See
" .also command post procedures,
above.) :
definition, II,

30-1

252-1.7
Critical Incident Program, II, 12-11.3
Cross burnings I, 177-3.1, 177-5.1'
Cryptographic systems, II, 16-12.1
Cryptonyms, II, 23-1 -

Currency -
| .and-Foreign Transaction Report1ng Act,
| I, 183-1.2 . . o - _
| violations, I, 58-3.6, 194-3.6 . o S : -
or Monetary Instrument Report I, Lo '
272-12.1
Transaction Report, I, 272-12.1;
II, 19-1 ) S _ .
Custody o T : T o N
of prisoner by U.S. Harshal 11, ‘ : - SRR
2-11.4, 11-2.2 : Vx‘ . ' : i
unlawful flight to aveid, I, 88 3.2
Customs Service - -
jurisdiction

drugs, I, 281-10

w0 . Iy
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G -t oo -

Treasury F1nanc;al Data Base, II 19-1°
violations, ‘I, 54-1 - '
Tariff Act of 1930, I 62—13 thru S
62-13.5 .- :

(D) -

Damage assessments after loss or
compromise of classified
. information,_II, 26-13.1
Data circuit technical support and test
' equipment maintenance policy,
11, 16-19 —
Databases for use in 1nvest1gat10ns, 11, 10-17
DEA (See Drug Enforcement
Administration,)
forms (See Forms.)
Deadline
definition of, II, 17-3.5
fugitive, II, 21-10
Pardon or Commutation of Sentence
cases, I, 73-10
Deadly force policy, II, 12-2.1.1,
12-11.9 (See also Legal
Handbook for Special
Agents, Section 3.)
Death benefits of a public safety
officer, I, 184-8
Death notice, II, 14-15.2
‘Debit Card Fraud, I, 258-1 thru 258-10.
Debriefings (See Brxef1ngs/debr1ef1ngs,
? security.) .
DECA, I, 64 (See also National Foreign
: Intelligence Program Manual.).
Decals, motor vehicle, I, 26 1 1
26-1.1.1" . )
Declarations regarding class1f1ed
information, II, 26-2.1(7)
Decorations, illegal wear;ng of I, ’ o
43-1.7 ' - B
Defense Clearance and Investigations
Index, I, 67-7.8(15);
19-1
Defense Courier Service, II,

Y
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e 26 7 3 26 7 4 o
Defense Industrial Security Clearance
Office, I, 67-7.8

access to records, II, 19-1.

Defense Investxgat1ve Security Program,
I, 260-2.1

Defense Procurement Fraud Unit, I,

206-2, 206-6

Defense Special Security Communications

System, II, 16-1. 2
Department of
Agriculture, I, 46-1. 14 206

Commerce, I, 46 1.14, 206
Defense
Fraud Against the Government cases,
I, 46-1.14, 206
referrals to FBI for investigation,
agreement, II, 18-2 ’
Education, I, 46-1.14, 213-1
Energy, applicant cases, I, 116; 11,
17-2 ‘ ‘
background investigations,
" applicant, I, 77; II, 17-2
Fraud Against the Government cases,
I, 46-1.14, 207
Health and Human Services, I, 18-3
Housing and Urban Development
matters, I, 29-2.1.9,
46-1.14, 147-1 thru 147-9
Interior, I, 46-1,14, 206
Justice
applicant investigations, I, 17
assaulting U.S. Attorneys,
dissemination of 1nformatzon,
I, 89-2.15
background investigations, II, 17 _
Department Review Committee, II,
26-2.1 _
notification to Department of Defense
of related 1nvest1gat;ons,
II, 18 2
Labor
Fraud Against the Government cases,
I, 46-1.14, 210
Transportation, I, 46-1.14, 207
Fraud Against the Government cases,

Sensitive :
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- I, 46-1.14, 207 DA _ v
jurisdiction in Hazardous Liquid A
Pipeline Safety Act Matters, I,
254~-9 ' C : . . ‘ _
Veterans Affairs, I, 17-1 thru 17-7, . - . o T q}‘
' 46-1.14; 11, 20-3 ' C - , ' -
Department Review Committee, II, 26-2.1 - . . R
Departmental Order 3464, I, 26-2.6 ' : — T T
Departmental Order 271-62, I, 2-1.8 ‘ ' : g
Departmental Order 314-64, I, 25-7.1
Departmental Order 501-73, I, 26-2.6
- Departmental Order 556-73, II, 14-5.1
.« Departmental Order 890-80, II, 16-7.3.4
Departmental Order 919-80, I, 139-2:
11, 3-8.5, 6-1.1
Deportation, foreign, II, 2-12.5,
21-19.1 -~
Depository Institutions Supervisory
Act, I, 29-6.1.1
Deputation program, II, 31-1 thru 31-6
civil liability, II, 31-3 :
drug matters, II, 31-6
nondrug matters, II, 31-6
Organized Crime Enforcement Drug Task
Force cases, II, 31-4
requirements, II, 31-5
scope of authority, II, 31-2
summary reports, II, 31-5
Title 21 cases, II, 31-6
Derogatory information, receipt of
Agents, concerning, during court
“trial, 1I, 6-9.3 . S
applicant case (See Applicant . . o
investigations.)
complaints, II, 7-6
interviews, II, 7-7 -
Description of persons, II, 8-1 thru
8-1.1.34 . _
Deserters o ' o . . R e T
fugitive, I, 42-1 thru 42-15 e , _
guidelines—general investigative,. ) S : ) R
II, 21-1 thru 21-30 , ’ o ST R 3
harboring, I, 42-13 :
military, memorandum of understanding
between FBI and DOD, '
I1, 18-3

Sensitive - “- e
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Destruction of ) T .
Aircraft, I, 149-1 thru 149-7 ‘ N
classified material, II, 26-15 T "
(See also National Foreign
Intelligence Program Manual,)
Energy Facilities, I, 254~1 thru
254-7
Interstate Property, I, 167-1 thru
167-7
Motor Vehicles, I, 149-1.2
tax informatien, II, 19-1
(See_also MAOP, I, 2-4.5.1,

2-4.5.11, & 2- 4 5.12.)
Detent1on, investigative (See Legal
Handbook for Special Agents.)
by Magistrate prior to trial, II,
2-7.3
Development of Espxonage,
Counterintelligence and
Counterterrorism Awareness
(DECA) Program, I, 64 (See
also National Foreign
Intelligence Program Manual.)
Dialed number recorder (See Pen
register.)
Director of Central Intelligence
assassinating, kidnapping, or
assaulting, I, 89-3
Directive No. 1/14, II, 26-10.1,
26-10.2.1, 26-10.2.3,
26-10.2.4, 26-10.2.5
Disaster squad, I, 149-4.1.1,
149-4.1.2; II, 15-8 thru
15-8.5 -
Disclosure Act .. _
Automobile Information, I, 153-1 thru
153-4 - T
Labor-Management Reporting, of 1959
- I, 159; 11, 7-9.3
Discrimination o
accommodations (public), I, 173-4
Civil Rights Act of 1964, I, 173-1
thru 173-12 )
Civil Rights Act of 1968, I, 177-1
education (public), I, 173-5
employment, I, 173-7

Sensitivé
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Index :

fac111t1es (publxc) I, 173-6
in housing, I, 177-1 thru 177-10
criminal interference, I, 177-2.1.
-residential real estate, I, 177-2,
-177-2.3 . ) '
military reservation, on, I,
' s 17779 7 i
provision of brokerage services,
I, 177-2, 177-2.5
referral to Housing and Urban
Development, I, 177-7.2
related transactions, I, 177-2,

177-2.4 , .
sale or rental of housing, I, 177-2,
177-2.3 ' , '
racial or religious (See Racial or
Religious Violence or'
Discrimination.)
Dispatcher, radio, dut;es of I1,
16-4.2.3 '
Disposal of firearms, II, 13-12.8 ’
Disposal of security equipment
- containers, II, 26-5.4(5)
Dissemination of information (See also
MAOP, Part II, Section 9.)
Attorney General Guidelines on General
Crimes, Racketeering
Enterprises, and Domestic
Security/Terrorism
Investigations, pursuant to,
Introduction, 1-3 )
Attorney General Order 919-80, II, 6-11
CIA, to, I, 89-3.17, 157-5 '
classified, I, 163-6; II, 26-12.1
third agency rule, II, 26— 12 1
control file, -137-10 i}
controlled substance - robbery or
 burglary cases, I, 251-6
copyr;ght matters, I, 28-4.5°
drug matters, third-party, I, 281- 13
Executxve Branch agencies, re
protection of heads, I,
89-3.15
Federal Banking Regulators, I, 29-1,
29-6.5
First Amendment rights, re, I,

/s
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190-5.1 o A
foreign ‘ o — R
intelligence or counterintelligence ;i
information (See National L
Foreign Intelligence Program
Manual.)
police cooperation cases, local,
state, federal government, I,
163-6, 163-8
Freedom of Information/Privacy-Acts
restrictions, I, 190-8.1,
Y009 o o
grand jury (See Grand jury. ) -
informants, provided by, I,/137- 5'
11, 10-10.5.1
Justice Department re assaultxng or
killing U.S. Attorneys, I,
89-2.15 '
key asset list, not to, I, 100-5(4) o
\ memoranda of understanding (See : =
C Agreements.)
-~ military service records to foreign
country, II, 19-6 '
National Center for the Analysis of
Violent Crime Reports and
criminal analyses, I,
252-10.2, 252-10.5. 2
News releases
Privacy Act exception, I, 190-3.2
Privacy Act exceptions, I, 190-3,2 ‘
Secret Service, to 4
Assaulting, Killing, Attempting to S
Kill Federal Officer cases,
in, I, 89-2.16, 89-2.19,
89-2.20 _
Congressional, Cabinet, and Supreme
Court Assassination,
Kidnapping, and Assault cases,
in, I, 89-3.13, 89-3.16
Conspiracy to Impede or Injure an
Officer cases, in, I, 89-4.8,
89-4.9, 89-4.10
Crimes Against Family Members of
Federal Officials cases, in,
I, 89-5.6
Hostage Taking Matters, I, 256-8

gt
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threats aga:nst Pres:dent V1ce
.President and certain staff
members, I, .175-13, 175-22
Trademark qunterfe1t1ng Act
investigations, in, I, 257-6,
257-9, 257-14 o
Supreme Court Police, re protection
of and threats to Supreme
Court Justices, I, 89-3.16
tempering with consumer products, I,
250~6 .
unlawful, penalties, I, 190-6.1

‘U.S. Capital Police re protection of
Members of Congress,
I, 89-3.14
DNA Analysis Unit, II, 13-8.3
PCR testing, II, 13-8.4
" DNA Evidence Examination Policy,
II, 13-8.4
DOCu-entary materials, search and seizure
of, Attorney General
Guidelines, II, 28-1 (See also
Legal Handbook for
Special Agents for legal pro-
‘cedures; MAOP, Part II,
2-4,.4.8, for retention
instructions; and
Part II, Section 13, of MIOG re
laboratory instructions.)
Domestic security/terrorism, I, 100-1
thru 100-5 L
Attorney General Guidelines, ~ -
Introduction, 1-3 '
(Also quoted in part throughout‘
I, 100-1 thru 100-5) - o
author:zat1on, Introduction, 1-3; I,,'
o 100-1.2.2, 100-2.3 . .
commentaries, I, 100-1, 2.1, 10071,2.3, _—
: 100-2.3.1 S R RETHR
deadlines, I, 100- 3.1.1 L i
foreign governments, requests for
investigations, I, 163-3
general crimes inquiries, I, 100-1.2.2,
100-1.2.3°
informants, I, 100-1.2.3, 100~ 2.3. .1
100-3.1.8, 137 2 1,

Séns1t1ve RN,
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137-3.4, '137-4; 11, 26-3.5
international terrorism cases, I,
100-1.2.3
investigative techniques, Introduction,
1-3; 1, 100-2
office of origin, I, 100~3.1.9
preliminary inquiries, I, 100~1.2.3,
100-3.1.1 :
informants, use of, I, 100-1.2.3
during suitability inquiry, I,
137-13
__interviews, I, 100-1.2.3
Privacy Act limitations, I,
100-1.2.3, 100-4
publications, I, 100-4
Racketeering Enterprise
Investigations, I, 100-1.2.3
renewal of cases, Introduction, 1-3;
I, 100-2.3 .
reporting guidelines, I, 100-3.1 thru
100-3.2 '
characterizations, I, 100-3
documentation, I, 100-3.1.3
predication, I, 100-3.1.2
sources, undisclosed, I, 100-3.1.4
Draft registration (See Selective
Service Act.)
Draft System, Third Party
re1mburs;ng financial 1nst1tut1on,.
11, 23-6.13
use of for advance funding, II, 10-14
thru 10-14.1.5
Drivers license checks, use of NLETS,
I1, 16-15
Driving, emergency and pursuit, 11,
11-5
Drug abuse, Bureau applicant,
I, 67-7.6, 67-7.8, 67-7.9.1,
67 16.2.2, 67-17.3.4
Drug cases (See also Narcotics.)
administrative subpoena, I, 281-7
thru 281-7.4
allegations concerning foreign
governments, I, 281-12
case opening, I, 281-3
civil forfeitures, I, 281-9

.1.5

Sensitive

PRINTED: 02/18/98

1 - 56

U TR ey




e = o

Sensitive

Manual of Investigative Operatxons and Guidelines
Index ‘ ‘ PAGE 1 - 57

clandestine laboratories, I,
281-4.1,1 : i
classifications/alpha designators,
I, 245-4, 281-3
constructive possession, I, 166-3
controlled deliveries, I, 137-4,
' 166-3, 281-4,1.12

converting to OCDETF cases, I,
convoy, I, 166-3,
corruption of public and law

enforcement officials, I,
194-6.5, 281-14
cross—designations, I, 281-16 thru
281-16.8
deputations, II, 31-2
dissemination of third-party
information, I, 281-13
drug walk, I, 166-~3, 281-4.1.4,
281-4.1.5, 281-4,1.13

S evidence !
1;? destruction of, I, 281-8.1.6,

281-8.1.7, 281- 8 1,10,
281-8.2.2
coordinators, I, 281-8.1.11
handling, I, 281-8 thru 281-8.2.2
FBI Lab exams, I, 281-8.1.3; II,
13-20.1.4
label, I, 281-8.1.8
identification, I, 281-8.1.8
marijuana, I, 281-8.1.8
photographic exhibits, I, 281-8.1.8
purchase of, I, 281-4.1,2, 281-5.1;
II, 10-14.1.1 ,
fronting of funds, I, 166-3,

281-3
L2

281-4.1.3 _ .
storage of, I, 281-8.1.4, 281-8.1.5,
281-8.2.2
weight determination, I, 281-8.1.1,
281-8.1.9

Financial Flow Investigations (See
Money laundering.)

forfeitures (See Forfeitures.)

funding, I, 281-4,1,2

hazardous chemicals, I, 281-8, 2 thru
231-8.2.2

importation interdiction, I, 281-10

Sensitive
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Tring n@%rﬂ
T3

1nformants, 137, -
C137- 4 281-6. 2>r :

znternatzonal 1nvest1gat10ns, I,
281-6 thru 281-6.2

investigative procedure, civil, I,
281-4.2

nonseizure, I, 281-4.1.9, 281-4.1.13 ) ] ‘

Organized Crime Drug Enforcement Task - ' i

" Force, I, 245; II, 31-4 ' ;
l52_  penalties, I, 281-2.1.18

policy, I, 281-3 ‘ .
BlE SEERNEED 1. 251-0.1.6 thew 281-4.1.8 .

program, Introduction, 2-1.,3; I, 92-1
racketeering enterprise cases, I, 92-9
reporting requxrements, I, 281-5 thru
281-5.2
reverse undercover operations, I,
166-3, 281-4.1.4
notification plans, I, 281-4.1.4

4 RICO investigations, Department
‘1ﬁi policy,, I,  281-4.3 _

sham drugs, I, 166-3,
show drugs, I, 166-3,
sport teams or players,
investigations, re, I,
281-3.1
statutes, I, 281-2.1 thru 281-2.1.17
task force cases (See Organized
Crime Drug Enforcement Task Force.)
travel, international, I, 281-4.1.12,
281-6.2
Drug Demand Reduction Program, I, 12-1,
12-2 . ‘
report, I, 12-1, 188-4.5
Drug Enforcement Administration
fugitive program, II, 21-28
Drug-related homicide, I, 267-1 thru
267-10 ¢ :
opening cases, I, 267-4, 267-5
reporting requ1rements, I, 267-5
Drugs . o T ;
Laboratory exams, II, 13-10.2 (See
also Examinations,
Laboratory.)
pharmaceuticals, illegal diversion by
health care providers, I,

L3 )

~r
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testing - ’
. Honors Interns, I 67- 14 1 T
. - ' SA applicants, I,/ 67-7.1. 1,«, N AR
:  67-7.11, 67-17.3. 6, 67-17.3. 8

use of .
airline pilots, crime aboard’’
aircraft cases, I, 164-1,
164-2.9
airplane crew, FBI, II, 25-5.4
applicants . '
Bureau, I, 67-7.6, 67-7.8 .(20),
67-7.9.1, 67-16.2.2, 67-17.3.4
government positions (other than
FBI), I, 77-6: Ir, 17-5,
17-5.6
Pardon or Commutation of.Sentence
cases, I, 73-8.3
SCI access, II, 26-10.2.1
DRUGX, I, 281-4.1 : ,
"Dummy" package (money), I, 7-14.6,
91-11.1, 91-11.2
chemical analysis of, II, 13-10.4.2
@) '

S

EFFECTIVE: 01/16/96
-3 INDEX E-F

(E)

Education (public), Civil Rights Act
: of 1964, I, 173-5 -l
EEO (See Equal Employment Opportunity. _ P
: Matters.) SR e
El Paso Intelligence Center, I, 26-2.3,
26-2.4, 26-5, 281 8. 1 11,
21-23. (26) ' .
Election .
Campaign Act-Federal, I, 56-1, 56-4
laws, I, 44-1.8, 56-1 thru 56-12,
196-4.3; II, 20-3

Sehéitive
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\Electronic"”
Analysis Unit, I,
16-7.1.1

‘f__l_ ot

R S .PAGE

[

139 3 II

bulletin boards, I, 264-4.2.2;-11,

35-9.4.8

Communications Privacy Act of 1986,
I, -1, 264~-1; )
I1, 10-9.10 (8), 10-10.7,
10-10.17, 16-7.4.2

.Fund Transfer Act, I, 255-2.1,
255-2.2, 258-1
mail, unauthorized access (See

B T

- Computer fraud and abuse. )

y Electronic surveillance (ELSUR)

' Attorney General Guidelines on -
General Crimes, Racketeering
Enterprises, and Domestic:
Security/Terrorism
_Investigations, use of

¢cards, II,

blue, II,
overhear,

10-10.5
principal,

pursuant to, Introduction,
1-3

10-9.1

10-9.1, 10-9.12
10-9.1, 10-9.12,

10-9.1, 10-9.12

proprietary interest, II, 10-9.1,

- 10-9.12
white, II,

10-9.1, 10-10.5

‘Chain of Custody-Original Tape
Recording envelope, FD-504,

II,

checklists

10-9.8.1, 10-10.5.1,
10-10.9.4,

10-10.10

consensual nontelephone, FD—671

11,

10-10.3

consensual telephone, FD*670 11,

-10-10.2 .

Title III, FD-669, II 10-9.10

class:fyzng records, II, 10-9.12,
10-10.5, 26-3. 11
‘closed circuit television, II,

10-10.9, 10-10.9.1,
10-10.9.2, 10-10.9.3,
.10-10.9.4

(Also.see Closed Circuit -

: Sensitive'
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Television—Criminal Matters.)
consensual monitoring, II, 10-10,
16-7.4.1
cards, overhear, II, 10-10.5
checklists '
consensual monitoring
nontelephone,
FD-671, II, 10-10.3
consensual monitoring telephone,
FD-670, II, 10-10.2
concurrence of U.S. Attorney, II,
. 10-10.2,_10-10.3 __ .
conference calls, II, 10-10.2 .
definition of, II, 10-9.1, 16-7.4.1
indexing in, II, 10-10.5
informants used in, I, 137-4; II,
10-10.5.1
national security matters (See FCI,
Manual.)
(::jx nontelephone, FD-473, II, 10-10.3,

10-10.5.1
Office of Enforcement Operations:
approval, II, 10-10.3 (1) (g),
27-4
periodic reports to.FBIHQ, II, 10-10.3
public corruption cases, I, 538-6.4,

Tt

194-5.4

telephone, FD-472, II, 10-10.2,
10-10.5.1

testifying re participation, I, : '
137-5 (17)

definition of, 1I, 10-9 '
detecting unauthorized penetration
(sweep), II, 16-7.2.6, 16-17
domestic security/terrorism cases,
use in, I, 100-1.2.3 (2)
Engineering Section's services, II,
16-7.1
FD-504 envelope, II, 10-9.8.1,
10-10.5.1, 10-10.9.4,
/ 10-10,10
indices
definition of, II, 10-9.1
instructions for maintaining, II,
10-9.2
requests for ELSUR checks, II,

Sensitive
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. 10.9.3 0 IR
searching procedures, II, 10-9.4
informant information, administration
’ of records, II, 10-10.5.1
joint FBI operations, recordkeeping
procedures in, II, 10-9.9
marking file cover "ELSUR," II,
... 10-9.7, 10-10.9.2
national security matters (See FCI.
Manual.) ,
opinion regarding entrapment, II,
10-10.2, 10-10.3

pen register, Introduction, 1-3; II,

10-10.7, 16-7.3.2, 16-7.4.6,

16-8.3 '
preliminary inquiries, use of in,

Introduction, 1-3;

I, 100-1.2.3 (2) _
procedures and requirements, II, 10-9
radio monitoring, I, 139-1.2.1 (5),

139-1.5, 139-1.5.1;

I1, 10-10,11, 10-10.11.2
recordings o :

closed-circuit television,
preservation, II, 10-10.9.4
marking of for identification, II,
16-8.2.3
preservation of, II, 10-9.8,
.10-10.9.4, 10-10.10
FD-504 envelope, use of, II,
10-9.8, 10-9.8.1, 10-10.5.1,
10-10.9.4, 10-10.10 '
submissions of, II, 16-7.2.6 (See
also MAOP, Part II, Section
» 2.) .
technical Agents not to have
custody, II, 10-10.16
transcription of, II, 10-9.16 {See
also Correspondence Guide-

Field, Section 2.)

transcription request/approval

sheet, II, 10-9.16
retention of ELSUR materials, II,

10-9.6 '
source, II, 10-9.1
sweep, II, 16-7.2.6, 16-17.1 ) .
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tépe‘recorders,'II '10 -10.10 _ o ST e
- body (See Body recorders ) o T ‘ R S
"technical . - S ' : - S ST
advisor, II, 10-10 13
" collection of ev;dence, II,
10-10.13 | - o
equipment, authority, II, 10—10.3- ) ‘ R
(7 & (8), 10-10.2 S S R
lcan of, II, 16-7.3.4 " - - :
Title III, II, 10-9.9, 10-9.10,
10-10.11.1, 10-10.11.2,
10-10.11.3, 10-10.13, 16-7.4.2
applicatien, II, 10-9.9, 10-9.10 (3)
approval levels,. II, 10-9.10 (3)
Office of Enforcement Operations,
11, 27-4
cover airtel, II, 10-9.10 (4)
sensitive circumstances, II,
10-9.10 (3) (b)

cards
overhear, II, 10-9.12 (3)
principal, II, 10-9.12
proprietary interest, II, 10-9.12
checklist, FD-669, II, 10-9.10
concurrence of U.S. Attorney, II
10-9.10, 10-9.11
definition of, II, '10-9.1
deputation program, II, 31-5 (7).
emergency provisions, II, 10-9.11
approval, II, 10-9.11
extensions and renewals, II,
10-9.10 ' '
five— day reports (See’ perxodxc reports to FBIHQ ) ) .
Form 1 Report, II, 10- 9 11 1, - . et
10-9.11-2 : ' 7 . '
Form 2 Report, 1II, 10—9.11.1 thru - “' =
' - 10-9.11.4 . B o
completion of, II, 10-9.11. 2 e LT
submission to FBIHQ, II, o , S et
10-9.11.3 ' T e RS
supplemental Form 2 Report 11, ' e I
- 10-9.11.4 - : : : P T Lo
indexing in, II, 10-9.12
paging devices, II, 10-10.11.1
periodic reports to FBIHQ, II, 10-9.10, 10-9.11.1
pre-Title III search, II, 10-9.10 ' '
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time i}mitation, computation of, .
II, 10-9.10
timely review of record1ngs, IT,
10-9.10
violations for use of, II, 10-9.10
training (See Training. ) ,
‘ transmitting ELSUR material to FBIHQ, ' S
II, 10-9.5 \ ’ - :
Electronic tracking devices, I, 7-14.6;

I1, 10-9. 12,

v

Electronics technicians, I, 67-10.10:
II, 16-5, 16-19.1
Embezzlement
bank, prosecutive policy, I, 29-4.2.2
(Also see Financial
Institution Fraud.)
definition, I, 29-2.2
government property, I, 52-1.2
interstate shipment of goods, I,
15-1.1
public officials, by, I, 194-3.2
retirement funds, I, 156-1.4.1
trustee, by, I, 49-1.3
union funds, I, 159-9.1
Veterans Affairs benefits, I, 17-2,
17-3.4 ,
Emblems, illegal manufacture, use,
possession, or sale of, I,
" 43-2 thru 43-2.24
Emergency or pursuit driving, II, 11-5 , ’
Emergency plans, class1£yxng, I1, .
26-3.4 .
Employee assistance program
" coordinator/counselor,’
not to be Security Officer,
‘I, 261-1 (Also-see MAOP. )
, Employee investigations '
applicant
Bureau (See Bureau, applicant.) : . B o
non-Bureau (See Applicant . ' :
investigations, conducted for
other government agencies.)

criminal
" Department of Justice, I, 62-1.1

Sensitive - T
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' FBI.a See Offl”cé‘of*Profes"sx:;a;i' '
( Responsfg?Tf?;fﬁatter”"”h'
investigations,)
Federal Judiciary, I, 62-1.1.
other government agencies, I, ‘ ' : :
. 62-1.2 . .. ‘ ‘ :
Treasury Department, I, 62 1.2, 1 ‘ ' '
Employee Retirement Income Security i o
‘ Act, I, 156-1 thru 156-6 - '
Employers' Liability Act, I, 125-5
Energy, Department of
_.access_to records, II, 19-1
Energy Facility (nonnuclear), damage ‘
to, I, 254-3 . S
Energy Reorganization Act of 1974, II, _ S : s
18-8 _ . . R
Engineering Technical Hatters ' . <
FCI, I, 268 ‘ '
non-FCI, I, 269 .
Enhéncement of magnetic tapes (See , , : L
Tape, magnetic.) ' : e
Entrapment, II, 1-1,12.3 (See also L
' Legal Handbook for Special
Agents.)
Envelope for privileged commun1cat1ons,
FD-715, I, 197-4.4
Environmental Crimes investigations,.
I, 249-1 thru 249-6; II, 20-3

reporting requirements, I, 249-5
I, kiQ Ef7£§

_Environmental Protection Agency, Fraud
Against the Government cases,
I, 46-1.14, 207-2

Epilepsy, SA applicants, I, 67-16.2.3 ' : , : . ‘:?§ﬁ
Equal Credit Opportunity Act, I, 189-1 . o

thru 189-8 o o e
Equal Employment Opportunity Matters, I, : . ﬁ;

280 (See also MAOP, Part I,
. Section 4.)

investigations,. I, 280-2, 280-2.3

investigative reports, I, 280-2.4 _ ‘
investigators, I, 280-2 ;

authority and role, I, 280-2.1
 files available to, I, 280-2.2
records of complaints maintained -
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. in off1ce, I, 280-2" . Tt o A ‘Q:j'f Ll
theories of dxscr1m1natxon,‘1, ST T T . L e
’ 280-2.5 © . T ol T oA L e
Escape and rescue, Federal Pr;soner, I, . .. S e )
76, 90~2 - .. oo T -
statutes, violations, memorandum of o :
: understanding, II, 18-13
Escaped Federal Prisoner, I, 76 (See
' also Prisoner.) _
use of grand jury to locate, II, 2-9.8
Espionage (See National Foreign
Intelligence Program Manual.)

computer fraud cases, I, 264-2.5.2
Ethics in Government Act of 1978, I,
58-2, 58-9, 211-2, 211-10;
II1, 20-3
Evidence (See also MAOP, Part II
Section 2, re retention.)
admissibility of, II, 3-1 thru 3-13
authentication of
physxcal/documentary,
I1, 3-12
"best evidence rule," II, 3-11
chart, II, 13-6.7
collection, identification,
' preservation
- and sending to Lab, II,
13-6.4.7 -
chart (shipping tips), II, 13-6.7
receipt for property
received/returned/released/
seized, FDF597, I1, 13-6.4.7

computer
magnetic medza/d1sks, I1, 13-17.4 e " _
Coasy - L
shxppxng to FBIHQ Lab for exam, 11, :
13-6.7 :
contaminated, II, 13-8, 15-4.1, . : S o
15-4.4 S oL : . - ' : 1;
crime scene search, II, 13-6.4.1 thru - LT o Fi;#}
13-6.5.2 o ' T e : o
arson, II, 13-10.3, 13-10.3.1, - o B g -
13—10 3.2 .
bank robbery, I, 91-8, 91-9, 91-9.1
. bombing, II, 13-6.5 thru 13-6.5.2
photographs, II, 13-6.4.3,

Sensitive E
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T13-19.1.1 0 e o ;;gi -4. R s e e
rape, II, 13-8.2.5. . : S , T
_ documentary, II, 28-1 (See also HAOP ' P
: Part II, 2-4.4.8.) - . - T
Laboratory, subm1tt1ng to for ‘exam, L T .
11, 13-17 . : ]

‘search and seizure of, II, 28-1
~ (See also Legal Handbook for
Special Agents.) -
drugs (See Drug cases.)
coordinators, I, 281-8.1.11
envelope, FD-632, II, 13-3.1, 15-4.1

exam by non-Bureau forens1c experts,
‘ 13-2.2.2
expert test;mony, I1, 3-9
handling of, II, 13-6 thru 13-6.7.2
hearsay, II, 2-8.3, 3-10 thru 3-10.6
identification of
physical/documentary,
I1, 3-12, 13-17.2.1
money, show or buy-bust, not be used
as, II, 10-14.1.6
packaging chart, II, 13-6.6
relevancy of, II, 3-3
submitting for exam ‘ :
to Laboratory, II, 13-3.1
to Latent Fingerprint Section, II,
15-4,1
tape, magnetic
audio and video (See Tape,
‘magnetic.) . :
techn1cal collection, safeguarding
techn1ques,_II 10-10.13 . . . -
types of, II, 3-4. C ' : L L
Examznatxons, Laboratory : : - : . -
chemical, II, 13-10 thru 13-10.4.2 3 ' - :
arson, II, 13-10.3 thru 13-10.3.2 _ ' o T
pharmaceutical /drug, II, 13-10.2 . ) L :
qualitative and quantitative '
analysis, II, 13-10.4.1
toxicological,;II 13- 10 1 thru
13-10.1.5- - .- :
peisons, II, 13-10.1.2 13 10 1.5
cryptanalysis, II, 13-21 :
cryptographic, II, 13-2].1.1
DNA exams, II, 13-8.4

YT
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" document, II, 13-17 thru 13-17.4
check cases, I, 87-5.2
o .. requesting, II, 13-17.3
- .. types of, II, 13-17.4 o
. drug investigations, I, 281-8.1.3;
IT, 13-20.1.4
explosive, II, 13-16.7.1, 13-16.8.
firearms, II, 13-12 thru 13-12.9
gambling (racketeering records
analysis), II, 13-20
glass (See mineralogy.)
materials analysis, II, 13-15
paints, cosmetics, plastics, II,
13-15.1 thru 13-15.1.4
tape, II, 13-15.1.5
metallurgy, II, 13-14 :
microscopic, II, 13-9 thru 13-9.10
anthropological, II, 13-9.6
botanical, II, 13-9.5 . - v
cordage/rope, II, 13-9.4 ~ :
fabrie, II, 13-9.2 -

hairs and fibers, II, 13-9.1, '
13-9.1.1, 13-9.1.2 r ~
wood, II, 13-9.7 ) -

mineralogy, II, 13-11
abrasive materials, II, 13-11.6
building materials, II, 13-11.4
gems (real and fake), II, 13-11.7
glass, II, 13-11.1 thru 13-11.1.3
fiberglass, II, 13-11.1.2,
13-11.1.3
minerals, rocks, ceramies, II,
13-11.5 :
safe insulation, II, 13-11.3
soil, II, 13-11.2
photographic, II, 13-18
bank robbery film, II, 13-18
FCI tradecraft, II, 13-18
video tapes, II, 13-18
polygraph (See Polygraph.)
serology, II, 13-8 thru 13-8.4 . ’
‘ blood, II, 13-8.1 thru 13-8.1.4
DNA, II, 13-8.4
saliva, II, 13-8.2.1, 13-8.2.2
seminal, II, 13-8.2.1, 13-8.2.2
shoe print and tire tread, II, 13-19
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thru 13-19.1.4 ~ :
toolmark, II, 13-13 thru 13-13.4
marks in wood, II, 13-13.2.4
metal fractures, II, 13-13.2.3
pressure/contact, II, 13-13.2.5
surface replica plastic 1mpre551on, o
I1, 13-13.2.6 : _ _ ‘ w2
toolmark with tool, II, 13-13.2.1‘ " S ‘ B
toolmark without tool, II,
_ 13-13.2.2
video tapes, II, 13-6.7, 13-18, 13-29
thru 13-29.3

Executive Branch employees i
requests for financial disclosure _ B
statements, I, 58-9, 211-10 5

Executive Order 9397, I, 67-11.3.1
Executive Order 10422, I, 138-1
Executive Order 10450, Introduction,
1-3, 2-2.4.3; 1, 67-7.9.1,
67-7.9.2, 67-16.2.2, 67-18,
67-18.1.1, 67-18.1.2, (1) &
(2) (i), 140-1, 140-1.4, 260-4;
I1, 17-1, 26-10.2.6, 26-11.2 _ 5
Executive Order 10863, I, 2-1.8 -

Executive Order 12333, I, 89-2.2 (2); | o
II, 26_10-2-5 ’ X "*ﬁ:"}

Executive Order 12356, I, 67-18.1.1,
261-2; 11, 16-1.3, 16-1.6,
26-2, 26-2.1, 26-3.2, 26-13 ' '

Executive Order 12564, I, 164-1, 164-2, : _ I
164-2.10 . ;

Executive Order 12656, I, 100-5

"Exhibit, seized magnetic media,
maintaining as, II,
16-18.6.3

Explosives and incendiary devices (See

' also Bomb and Bombing.),

174-1 thru 174-9, 254- 3‘2 : ) :
aircraft, carrying aboard, I, 164-2.4 : ] ‘ ;2
breaching technique, II, 13-16.9.7 ' ' :

(2) (@)
exams, II, 13-16.7.1, 13-16.7.4,

13-16.7.5

destructive capability evaluations,
I1, 13-16.7.4
fuzing, II, 13-16.7.2, 13-16.7.3
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intercomparison, II, 13-16.7.5 -
handling, storage and transportation,
" I, 149-3 (5), 174-3.2,
_ 174-3.3; II, 13-16.2
military assistance, I, 174-3,3; 11,
13-16.2 -
render safe equipment (vehicle), II,
13-16.9.8
shipping, II, 13-16.6
Explosives Reference File, II, 13-16.8
Expungement of fingerprint records, II,
14-16.7, 14-17 I

Extortion, I, 9
air carrier, against, I, 149-5.3,
164-7
banks or financial institutions, I,
91-11, 192-1, 192-4
(See also Bank burglary,
larceny, robbery, extortion.)
policy and investigative
techniques, I, 91-11.3
biological, I, 9-10
character, ‘I, 9-12
departmental instructions, I, 9-4
energy facility, damage to, I,
, 254-3.2 '
foreign officials, I, 185-2.5
Hobbs Act cases (See Part I, Sections
192, 194 and 195 of this
manual.)
interstate transportation in aid of
racketeering, I, 166-1 thru
166-6 : Ny
investigative procedure, I, 9-7
closed circuit television,_I, 9-7.2
jurisdiction, I, 9-3
labor cases, I, 195-1.1, 195-3.3,
195-3.7 .
letters, Lab exams, I, 9-7, .
' 91-17.3, 192-16.1 : :
notification to FBIHQ, I, 9-6
nuclear, I, 9-9, 117-7
payoffs, I, 9-7.,2
policy, I, 9-5
acceptance of referred cases from
another agency, I, 9-5.1
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dissemination, "I, 9-5.3, '9-5.4
threat'asseqsménts, I, 9-5.3
public officials, involving, I,
; . 58-3.3, 58-3.4, 194-3.1,
194-3.3, 194-3.6 _
ransom money (prerecorded), I, 7-15.1
" reporting requirements, I, 9-8
statutes, I, 9-2 :
blackmail, I, 9-2.1
mailed commun1cat1ons, I, 9- 2 3
other interstate communications, I,
9-2.2

PAGE

1,

Extortionate
credit transactions, I, 179
demands (See index headings for types
of cases involved.)
picketing, I, 159-9.4
Extradition, foreign, II, 2-12.2, 21-19.1
Extraterritorial investigation (See
Overseas Homicide.)
Extraterritorial jurisdiction, I,
) ' 89-3.4, 175-4 (11)
Eyewitness identification (See Legal
Handbook for Special Agents.)

(F).

' Facial aging, II, 13-25
Facxl:ty access, types of (escorted, -
unescorted), I, 260-4,1,1
Facility inspections, I, 260-3
carve out, I, 260-3.1
Facility security - -
ADPT systems, II, 35-9, 35-9.1
clearances, I, 260-1
Facsimile '
cover sheets, II, 16-1.5
preparing, II, 16-1.6
retention, II, 16-1.8
. Secure Facsimile System, II, 16-1.1,
16-1.2
transmitting, II, 16-1,7
sensitive/classified information,
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II, 35-9.4.15
unsecured system, II, 16-1.1, 16-1.2
FACT System, I, 46 1 12 -

Fair K ' o - e
Credit Report1ng Act, I, 29 1, 29-5, ' T
62-5.3; 62-5.4, 264—3‘ 11, o ) - )
23-2 thru 23-2.8 _ C ' : T AT

- Housing Act, I, 177-2.8 - ' -
Labor Standards Act of 1938, I, 62-15 S Ce
False
claims, I, 206-1, 206-5
entries in records of interstate

carrier, I, 141-1
thru 141-3
entry in bank or credit institution
reports, ete., I, 29-2.1.12,
29-2,1.13 ~ :
definition, I, 29-2.2
prosecutive policy, I, 29-4.2.4
fictitious, or fraudulent claims, I,
- 46-1.2 '
bankruptey matters, I, 49-1,2
Identification Crime Control Act of
1982, 1, 253-1
253-1.1
identification documents, I, 253-1
thru 253-3.11
identity program, I, 191-1, 253-1.1
information, tampering with consumer
product matters, I, 250-2

statements
applicant matters, I, 67-7.7; II
17-7.2

environmental crimes cases, I,"
249-2.4 (&), 249-2.8
financial institution fraud cases,
I, 29-2.1.15, 20-2.1.17.
prosecutive policy, I, 29-4.2.3
Fraud aga1nst Government cases, I, o ot o Z
206-1, 206-5 - ‘ : . o : iy

Selective Servxce-Fraud Hatters. I,
25-5 -

Veteran's Affairs matters, I, 17-2,
17-3.1.1, 17-5
Falsely claxmxng citizenship, I, 39 : v
Family members of federal officials,

) L Sénsitive -
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© Farm . .

Credxt Act of 1971 I ' 29- 2 1. 1
; 29-2.2.2, 264 2.2:

Credit Administration, I, 29-2. 1 1
29-2.1.9, 29-2.1.10, :
29-2.1.13, 29- 2 1.17,
91-3.13 -

credlt agencies, fraudulent use of
property mortgaged or pledged
to, I, 29-2.1.10

Credit System, I, 29-2.2.2
Financial Assistance Corporation,
I, 29-2.1.1 ‘ _
Insurance Corporation, I, 29-2.1.9,
- 29-2.1.13, 29-2.1.17-
loan bonds, false representat1on, I,
29-2.1.16
Farmers Home Administration, I,
' 29-2.1.9, 29-2.1.10,
29-2.1.13, 29-2.1.17
Farmers Home Corporation, I, 29-2.1.9,
29-2.1.10, 29-2.1.13,
29-2.1.17

FBI

Adaptive HF Communications Manual,
II, 16-5.7.3

Bomb Data Center, II, 13-16.9 thru
13-16.9.8

compla;nts critical of and employees,
11, 7-9.4

confidentiality of files and records;
II, 3-8.5, 6-1. 2 6-11 (See
also MAOP.) -~

" false allegations agalnst during -

court proceedings, refutat1on
of, II, 6-9.3 _ '

1nvest1gat1ve respons;bzlxty of
Introduction, 1-2-

management and allocation programs,
Introduction, 2 thru 2-2.4.3

misuse of name or initials, I, 43-3.4

use of credit information, II, 23-2
thru 23-2.8 .

'FD-302, classifying, II, 26-3.6

‘1
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Federal :
agencies, misuse of names or
T ~ imitials, I, 43-3.4
- Agricultural Mortgage Credit
~ Corporation, I, 29-2.1.1
Aviation
Act, I, 149-1.1.4
- of 1958, I, 149-3 (8), 164-2,2
Administration, address, I, 149-3
3) | o
memorandum of understanding
between FBI and,. I, 164-6:

PAGE 1-. 74.

=

II, 18-11
Regulations, II, 25-5.2
Cigarette Labeling and Advertising
Act, I, 62-6
Communications Commission, referrals,
I, 196-4.5
Credit agencies
false entries, I, 29-2.1.13
false statements, I, 29-2.1,13,
29-2.1.14, 29-2.1.15,
29-2.1.17
fraudulent use of property
- mortgaged or pledged to, I,
29-2,1.10
unauthorized transactions, I,
29-2.1.13
Credit Union Act, I, 29-1, 91-2.8,
91-4, 91-4.1, 91-4.2, 91-4,3
Criminal Law, II, 1-1 thru 1-5
Crop Insurance Corporation, I,
29-2.1.9, 29-2.1.10, .
29-2,1.13, 29-2.1.17, 46-1.7
Deposit Insurance Act, I, 29-1,
29-2.1.19, 29-2,2,2
Deposit Insurance Corporation, I,
29-1, '29-2.1.1, 29-2.1.2,
29-2.1.7, 29-2.1.8, 29-2.1.9,
29-2.1.12, 29-2.1.13,
29-2.1.17, 29-2,1.18, 29-3,
29-4.2.8, 29-5, 29-6.1.1,
89-2.2 (2), 91-1, 91-3,12,
91-4.1, 181-3
Election Campaign Act, I, 56-1, 56-4
Emergency Management Agency, I,
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! Corporation, location of T o o S Cey

records, II, 19-3
use of to transmit classified
information, II, 26-7.2
Farm Credit Banks Funding :
. - Corporation, I, 29-2, 1 1
Home Loan Bank Act, I, 29-2.2.2
Home Loan Mortgage Corporation,
misuse of name, I, 43-3.10
Housxng Finance Board, I, 29-2.1.1

judges, name checks for, I, 77-8
Land Bank
mortgage transactions, I, 29-2.1.15
Lending and Insurance Agencies, I,
46-1.7 L
embezzlement from, I, 29-2.1.9
National Mortgage Association, misuse
of name, I, 43-3.11
Parent Locator Service (FPLS), access
to, I, 88-7.5; II, 21-23 (23)
. Property and Administrative Services
Act of 1949, I, 46-3.4.2,
46-3.9
Regulation of Lobbying Act, I, 119
Reserve records, I, 91-13.2
Reserve System '
‘notes, unlawful or unauthorized
'~ issuance, I, 29-2.1.6,
_ 29-2.1.11, 29-2.1.12
revenue sharing, I, 204-2 :
Rules of Criminal Procedure, II, 2-1
- thru 2-12.6 :
Savings and Loan Insurance.
Corporation,
I, 29-1, 29-2.1.9, 29 2.1.13
fraud against or embezzlement from
(See Part I, Section 29 of _
MIOG.) .
Tort Claims Act, I, 120  ~
administrative claims, delegated
to CDC, I, 197-12 thru 197-12.5 ‘ T
deputation program, II, 31-3 : Co 'tw&
witness security program, II, 27-2 .
Train Wreck Statute, I, 160 ’

- ‘ éensitive
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Youth Corrections Act, I, 76-3.11:
. . II, 14-16.8 o
Federally protected activities, I,
44-1, 44-1.5, 89-3.6, 89-4.7,
173-8, 175-8, 175-11, 177-2,
177-2.7 -
Felony
definition, II, 1-2
misprision of, II, 1-5
Fences, I, 15-3.1, 87-4.9.2
Field support account (See Draft

System, Third Party, and
Advance funding for
investigagive purposes and
. MAQP, Part II, 6-11.)
File
¢control
administrative subpoenas, I,
281-7.4
advance of funds, II, 10-14.4
aircraft, II, 25-2
classified material (removing to
residence), II, 26-5.3
¢losed circuit television, II,
10-10.9
consensual monitoring, II, 10-10.1,
10-10.2
cross—designations requests, I,
281-16.7, 281-16.8 '
Customs Service, information
disseminated to, I, 281-10 ,
deputation, II, 31-6 (1) (j) ‘
dissemination, I, 137-10
drug, bulk evidence seizures, I,
, 281-8.1.7, 281-8.1.10
FD-430, I, 91-12.2
fugitive inquiries, II, 21-20.1
NCAVC, I, 252-10.5 —
operations security, I, 261-2
pen register, II, 10-10.7
personnel security interviews, I,
67-7.9.2 (11), 261-2 (2)
security briefings/debriefings, I,
261-2 (2)
tax returns, II, 19-1
technical countermeasures
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inspections, II, 16-7.2.6," =~ = : e e
16-17.1.6 - -
" technical equipment, II, 16-7.2.6
technical requests, unaddressed, II,
16-7.2.6
v1ct1m/w1tness commun1cat1ons, S . : ' . K
. II, 34~7 e
personnel security interviews, I,
67-18.1.2 (2) ' -
technical request, II, 16-7.4
Files
_confidentiality of, II, 3-8.5, 6-1,2,
6-11 (See also MAOP.)
informant (See Informants.)
Laboratory (See Laboratory, FBI.)
microcomputer, inclusion in records
system, II, 16-18.6.1
missing classified, II, 26-13.2
Filled Milk Act, I, 21
Film
Laboratory, sending to for exam, II,
13-6.7, 15-4.4
(For types of exams, see
Examinations, Laboratory, and
Fingerprint, latent.)
Filtering of magnetic tapes (See Tape,
magnetic, enhancement.)

LIS

Financial
ascertaining ability, I, 93
Crimes Enforcement Network, I,

272-12.8 .
disclosure statement request, I,
211-9 .
Institution Fraud, I, 29-1 thru‘29-7,
258-2; 1I, 20-3 |
bank fraud statutes, I, 29-2.1.8,
29-2.1.22 .
prosecutive policy, I, 29-4.2.5
definitions, I, 29-2.2, 29-2.2.1 '
Housing and Urban Development , - ‘ .
matters, I, 147-1.1 - ' ' g
investigative procedures, I 29 5 |
jurisdiction, I, 29-3 T
penalties, I, 29-2.1 thru 29-2,1.26 : s
policy, I, 29-4 )
investigative, I, 29-4.1

B X : Sensitivéh :_ _ S
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‘prosecutive, I, 29-4.2
polygraph test, I 29-5; II
, 13-22.3.; .
racketeer influenced bank Eraud
183-1.2.
reporting rules, I, 29-1, 29-6 thru
’ 29-6.2, 29-6.5 ) ' T
statute of limitations, I, - '
29-2.1.26
statutes, I, 29-2.1.1 thru
29 2 1. 27

1nst1tut10ns
definition, ‘I, 29-2.2.2, 264-2.2,
272-4
Reform, Recovery, and Enforcement
_ Act of 1989, I, 29-1,
29-2.1.4, 29-2.1.20,
29-2.1.21, _
29-4.2.5, 29-5, 29-6
Privacy Act of 1978
Right to (RFPA), access to
financial records, I, 29-1,
67-7.8 (13), 93-5, 159 9.3,
163-9, 281-7.4; 1I, 17-6.10,
23-6.2 thru 23-6.2.3
records . , : _
definition of, I, 264-2.4
government access to (See
Financial, Privacy Act of
1978, Right to .(RFPA), access
to financial records, above.)
‘grand jury subpoenaed, II, 2-9.5.1,
23-6.6.5
interviews regarding applicants,
I, 77-6; II, 17-5, 17-5.6,
17-5.8 .
requests for financial d1sclosure
statements, I, 58-9, 21i-10
status checks,. I, 73 8.4 -
unauthorized access to .
computer—stored information, I,
264-2.1, 264-2.3
transaction, definition for money |
laundering, I, 272-4
FINCEN, I, 272-12.8
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Fxngerpr1nt
bureaus, surveys of I1, 14-21
camera, II, 15 3.4.1
card ’ ’
" access to by any person, II, 14-5.1 : -
acknowledgment of receipt, II, ' :
145-16
..Bureau applicant, submission of,
I, 67-7.11, 67-11.3.8,
67-17.1,7;_1II, 14.8.1.5
copies of for fugitive stops, II,
21-4, 21-23 (22) :
informants, II, 14-8.1.3
known deceased person, II, 14-10.6
missing person, II, 14-2.2,
14-10.1.1, 14-10.3
preparation of, II, 14-8
use of R-84 with, II, 14-15.1,
14-15.1.1, 14-15.1.3,
14-15.1.6
processing by CIIS Division, II, 14-11
submission, 14-12.3.1
types of, II, 14 9 thru 14-9.2.4
unidentified deceased person, II,
14-2.2, 14-10.6
certification of, II, 14-14
abbreviations, used on record, II,
‘ 14-14 ’
"children's, retention of, II,
) 14-9,1.3 - S
classification of, II, 14-18 thru
14-18.2.2- -~ = .
automated systems, II, 14-19 thru
" 14-19.2 R
NCIC, II, 14-18.2, 14- 18 2 1,
14—18 2.2 .
Federal Youth Corrections Act .
submitted for, II, 14-16.8
”fxles, I, 7-14.9, 91-18, 91 18.2,
192-16.2; 11, 14-10 thru
- 14-10.6, 15-1, 15-2.2
identification, II, 14-1 thru 14-24.2
inked impressions, takzng, 11, 14-7
thru 14-7.4 o
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international exchange of, II, 14-20 . - C
juvenile, II, 4-2.2.3, 11-4.9, ‘ o
7 ' 14-8.1.4 : ' Ty
N latent T e o '
: Automated Latent Fingerprint:
- Search, I, 91-18, 91-18.1,
- 91-18.2, 192-16.2; 1I, 15-2.1
automated search systems, I, :
91-18.1; 11, 15-2.1
court decisions, II, 15-7
development of, II, 15-3.3
elimination of known, II, 15-3.6,
15-4.3 '
examinations, I, 9-7, 91-17.3,
91-18.1, 145-2, 192-16.2;
II, 15-2.1 thru 15-4.4
use of non-Bureau facilities, II,
15-3.1.3
identification, II, 15-1 thru
15-8.5
lifting of, II, 15-3.5
National Unidentified Latent File,
I, 7-14.9, 91-18, 91-18.2,
192-16.2; II, 15-1, 15-2.2
photographing, II, 15-3.4
reports, II, 15-4.2
requests for copies of, II, 15-3
search for, II, 15-3.2
submission of, II, 15-4, 15-4.1,
15-4.3 :
preservation, II, 15-4.4
testimony, I1I, 15-7.1, 15-7.2
" live—-scan, II, 14-7.1, 14-7.4
major case prints, taking, II, 14-7.3
thru 14-7.3.2
pretrial diversion, submitted for,
II, 14-16.7 . ,
reader, automated system, II, 14-19.2 P
records :
availability of, II, 14-4.1.1, 14-5.1
change requests, II, 14-5.2 )
death notice, R-88, II, 14-15.2
disposition of offense, use of
) FD-10, II, 14-15.1.6
dissemination of, II, 14-4
expungement of, II, 14-16.7, 14-17, 14-17.2

Sensitive - )
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phraseology, II, 14-13 s d
requesting, II, 10-5, 14-12, 14-24.2
deserters, I, 42-9 - . =~ 7 .
FD-9, II, 10-2, 14-12.3.3 : =
FD-165, II, 14-12.3.4, 14~-15.5 thru
- 14-15.5.5 - c -
foreign police agencies, I,
163-1.1, 163-4
search of fugitive's, II, 21-4 -
stops for Witness Security Program
enrollees, II, 27-11
training, II, 15-1

Fire bombings, I, 177-3.1, 177-5.1
Firearms, II, 12-1 thru 12-17
Acts, I, 4-1.1, 4-1.3
alterations of, II, 12-3, 12-5
arrests, handling during, II,
11-1.3.1, 11-1.3.2, 12-2.1.2
authority to carry, Agent, II, 12-1
aboard aircraft, I, 164-15; II,
12-2.1.3
foreign countries, when traveling
to, II, 23-8.2
losing, II, 12-10, 12-10.1, 12-10.2.3
Bureau
ammunition, II, 12-7, 12-7.1
repairs or refinishing, II, 12-5
shooting incidents (See Shooting
incidents.)
types and ranges. of, II, 12-3.1
care and cleaning, I1I, 12-5,1
carrying of . _
on person, II, 12-2.1.2
weapons aboard aircraft, I, 164-2.4;
JIn, 12-2.1.3 ;
FBI flight crews, II, 25-5.6
deadly force, II, 12-2.1.1, 12-11.9
(See also Legal Handbook for
Special Agents.) '
demonstrations, II, 12-15
deputation pregram, II, 31-1
disposal of, II, 13-12.8
equipment, ballistic protective, II,
' 12-13 thru 12-13.2
holster
alteration, II, 12-12
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Bureau issue, II, 12-12 : o S v PO
personally owned, II, 12-12 ' ‘ '
criteria for approval “I1,
12-12
traxnxng with, II, 12-12 . .
_ identification, II, 13-12 thru : T
' 13-12.9.3 = B
inspection of pistols, II, 12-5,2
instructors, II, 12-10.6, 12-10.6.1
National Crime Information Center,
search through, II, 11-1.3.2
National Firearms_Act, I, 4-1,3
permits, user fee for processing,
II, 14-4.1.1
personally owned, II, 12-3, 12-4,
12-4.1
procurement of, II, 12 8
qualification, II, 12-10.2 thru 12-10.2.4
record checks of ATF, I, 73-8.4
Reference .
Collection File, II, 13-12.7.1
Fired Specimen File, II, 13-12.7.3
resident agencies, maintenance in,
II, 12-9
SA responsibility, II, 12-1.2
© SAC responsibility, II, 12-1.1, 12-2.1.2
safety rules, II, 12-10.3
shipping of, II, 12-5, 13-6.7
. live ammunition, I1, 13-12.4.2
stamped "U.S, Property," I, 52-1.16
Standard Ammunition File, II,
13-12.7.2 ' _
State Firearms Control Assistance
‘ Act, I, 4-1.1
storage, II, 12-6, 12-6.1, 12-6.2
target guidelines, II, 12-10.7
terminology, II, 13-12.2 thr<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>